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Executive Summary

This document surveys thestate-of-the-art in the areas relatedto the City.Risks
project Our analysis starts bigviewingrelevantcomplete and integrated solutions
in the urban security landscapA.otal of 22 projectsand46 software and hardware
solutions have been analyzed. Most of these solutionenstitute results of
completed and ongoing researgbrojects. The survey focuses otne use cases,
target audience solution types, software platforms anddata sourcesemployed in
the analyed solutions.

Then we look intoindividual areas of research that are of relevance to City.Risks.
This analysis focuses ohighlighting thecurrent advancesnd identifying relevant
researchthat canbe exploitedor extended within the scope of the projedtor every
research area of focus, we outline the most important recent advances in relation to
the City.Risks tasks. Furthermore, based on identified gapschalienges in the
state-of-the-art, we present research directions that can be exploited within the
scope of the project.

The first relevantarea of researchwe review is BEmnergency Response andRisk
Management More, specificallywe present the recent advances in emergency
alerting and response, augmented reality, and risks management for decision
support within the operation center. Then we outline the most important work
related to Data Management that is of relevance to City.Rigks focus ondata
acquisition and miningjuery processing, privacy amhonymization data analytics
and route planningOur analysis continues with the areas Mbbile Sensors and
Snsor Communication.We overview recent advances on sensor technologiaed
communicationsye present current work in ground monitoring and theft detection,
andwe discusgelevantapproachedor theft detection.Finally, weoutline the state
of-the-art in software development mimodologies,platform architectures,design
process models and theorieandwe overview platform architectures fagmergency
management systems.

This report is the first deliverable ®/P2. The results of this study will serve as the
foundation forthe research and development taskswis 3, 4 and 5

6 /AGedwAala / 2yaz2Nladzy —



City.Risks Deliverable 2.1

Table of Contents

L. INTRODUCTION .1ttt tteteeteeteensesimteesesnsetesnesnsesesnsesssmresssnseneesnsensesnesnees 6
2. URBANSECURITHANDSCAPE ... ..uiititeitietesteetiemreteesneeneesneeneesssnessnernraesnnes 8
2.1. Gaps and Challenges........cccceviiiiiiiii e 8
A N I 0 LTl o= L] =L PP PRPPT PR 8
2.1.2. TArgBAUIENCE ......ieieeieee ettt et e e e e e e e e e s s eeeeeens 8
2.1.3. SOIULION BYPE. ...ttt e e e e e e e e e e e e nnnees 9
2.1 4, PlatfOrMS. ... ittt 9
2.1.5. DALA SOUICES ... . eieiiiieieiiitae e e e e ettt e e e e e e e e e ee e b b e e e e e e e aeeeeesennnn e as 9
2.1.6. Features ProVided...........couuuiiiiiiiiiee e 10
2.17. Dedication tO StANAArUS............uuuririiiiiiiiiirieieerreee e eeeeee e e e e e eee e e anaae 10
2.1.8. Gaps and challenges identified............ccccoiiiie 11

2.2. SOIULIONS OVEIVIEW.....ciiiiiiiiiieiiei e e et e e e e e e ee e e e e e e e e e ens 11
2.2.1. RESEAICH fIeltS......uueiiiiiiiiiiiiiiiie e 11
2.2.2.Rolled out appliCatiONS...........cvviiiie it 12
HOHDPOP® hy3I2Ay3 LINR2S00.4.Q..RSASL.2.LI.Sy1d
2.2.4. SOIULIONS 1N TOCUS.....ceiiiiiiiiiiie ettt e e e ennees 16

3. BEMERGENCIRESPONSE ANBSKIMANAGEMENT. .....cvuiiiiiieeeeneereeimreeneeaneens 27
3.1. Emergency Alerting and RESPONSE............cooovviiiiiiiiiieeeeeeeeeeeaes 27
B L ALBIING ... e e e e e e e e e e e e e a e 27
3.0 2. RESPONSE. ...ttt ettt ettt ettt ettt et e e e e e e e e e e e e e e e e r e e e e 30
3.1.3. RESEAICN AIFECHOMS. ... .uuiiiiieiiieiieeiie et e e e e e e eneennes 31

3.2. Mobile Augmented Reality (MAR).........cooiviiiiiiiiiieeeieens 31
3.2.1. User interaction with MAR dat@...........cccuveeeieiiiiiiiiiiee e 32
3.2.2. MAR CONENE MOUEIS......co e 32
3.2.3. Generation, provision and rendering of MAR data...........c.ccccooiivveeeeeennnne 33
3.2.4. RESEAICN QIF€CHOMS. ... .uuuiiiiiiiieieeiiiei ettt e e e e e e e e e e e nneneennes 33

3.3. Risks Management and Operation Center..........cccceeeeeeeiieeiiiiineeeeeeeeennns 34
3.3.1. RiSK MANAGEMENL.......oiiiiiiiiiiii e 34

TR T @ 01T = 1[0 = 1 = U 35
3.3.3. Simulation and visualization of crime and riskS..............ccccccceeiiiiiieen, 36
3.3.4. RESEAICN AIr€CHIOMS. ... .uuviiiiiiiieiieii it eee ettt 37

4. DATAMANAGEMENT ....cuuuiititieeteeti e eeimeeeeeti e e eesn e e eeat e e e eaneeeentanaeeeennnss 38
4.1. Data Acquisition and MiNING.........ccuuuiiiiiiiiiiiii e 38

6 /AGedwAala / 2yaz2Nladzy



City.Risks Deliverable 2.1

4.1.1. Mining the socCial MEIA...........ccoiiiiiiiiiiiiei e 38
4.1.2. SENtIMENT ANAIYSIS.......uiiiiiiiiiiiiiie e 39
4.1.3. EVENE AEIECHIOM ....uueiiiii ittt e e e 39
4.1.4. EVENt SUMMATIZALION.....ccciiiiiiiiiiiiee ittt e e nnaaeeee s 40
4.1.5. GEOCOUING....ceeeeiiiitiieieeee sttt e e e st e e e e e s e e e e e e s e e e e e e s e annrrneeeeeesaned 41
4.1.6. ReSEEN AIF€CHONS......ci i ittt e e e e e e e e e e e e e e e e e e e e e eeeaeeeas 41
4.2. QUETY PrOCESSING....cuvuuuueiieiiiiiiiiiisesaeeeseeeaeeeaaeeaaeaaaaaaaaaasseesseesseesesessessss 42
4.2.1. Identifying and ranking locations and areas of interest............ccccevevveeeen.. 42
4.2.2. Queries with spatial, temporal and textual filtering.................ccooeecennnnnns 44
4.2.3. ReSEarCh dir€CHOMNS. .....ccoii ittt e e e e e e e e e e e e e e e e e e eaeeeas a7
4.3. Privacy and ANONYMIZAtION ..........ooouuiiiiiieiieee e a7
4.3.1. Privacy issues and anonymization teChniqUeS..............cccvvveeeeiiiiiiiieeeeeen a7
4.3.2. ReSEarch dir€CHOMS. .......c.uvviiiiee ettt ettt e e e e e nnnes 49
4.4, Data ANAIYEICS.....cccoee i 49
4.4, 1. MaAPPINGETIMIE. ¢ttt ettt e e e e e e e e e e e s b e e e e e e s anrrnreeeeeens 50
4.4.2. PrediCtin@rime. . ... i oottt e e e e e e nneees 51
4.4.3. Crime analytics using the social media..........cccccoviiiiieeiieiiniiiee e 51
4.4.4, CrimanalySiSSOftWAre............oooii i a e 52
4.4.5. RESEAICHINECHIONS. ...cciiiiiiiiiiiie ettt e e e e e e e e e e annnes 52
4.5. ROULE PIANNING......uiiiiiiiiiiieiiiie e 53
4.5.1. Shortest path queries in road NETWOIKS............uuvveveieiiieiiiiiiiiieeieeeeeeeeeee, 53
4.5.2. Generalised path QUENES...........uuiiiiiie e 55
4.5.3. Generalised routing problems............cccco oo 57
4.5.4. ReSearch dir€CHOMS........cuuriiiiie ettt e e e e e e e e nnnes 58
5. MOBILESENSORS ANDDMMUNICATIONS. ...uctitiitiitieneeetetiimeseeseeneensenesnennns 60
5.1. Sensors and COMMUNICATION...........euureererrerrrnrinnieennnnnness e as 60
5.1.1. Communication technologies for wireless sensor networks..................... G0
5.1.2.Network topologies and operational modes..............cccccceeeeiiiiiiiiiiinnld 61
5.1.3. Mobilewirelesssensornetworks. ...........ceeiiiiiiiiiee e 62
5.1.4. Coveragissues fOr MWSNS ... ..ot a e e e e e e e e 63
5.1.5. Data management issues for MWSNS........cccvvviiiiiiieeiieeeeed 64
5.1.6. RESEAICN AIr€CHIOMS. ... .uuviiiiiiiiiiieiieee ettt 65
5.2.Ground Monitoring and Theft Detectian..............covvviieiiiieeiiiiiiiiee e, 65
5.2.1.L0CatioNfiNAiNG......ceiiiiiiiiieiie e 65
5.2.2. EXisting MONItOr SYSEMIS......coiiiiiieeieee e eeas 65
5.2.3.Collaborative target detection with decision fusion...............cceoceiciinnnnnd 66
5.2.4.Public safety and surveillance networks in CitieS........ccccccvvvvevieveeeeeneenn. 67

6

/| AGedwAala [/ 2yaz2NlaAadzy



City.Risks Deliverable 2.1

5.2.5.RESEAICH AIr€CHONS. ... .uuuiiiiiiiiiiiei ettt 68
5.3. Mobile Sensing in City.RISKS..........ccuuiiiiiii e 68
5.3.1. BLE relevant teChNOIOQIES. ........cccciiiiiiiiiiiiiiiiieieeeeee e e 68
5.3.2. Bluetooth low energy technology OVEIVIEW...........uuvviiiiiiiiieieeeieeieerieeeeeaee 69
5.3.3. BLE fundamental characCteriStiCs. ........cccuuurrriiiiiiiiiiiiiiiieeiieiieeeeeeeeeeaaaaaaeenns 70
5.3.4. BRACONS ... .ottt a e e e ennnnn e e e e d 2
5.3.5. Theft detection sensor technical consideratian................ccccccvvvvvvirrnnrnnnnee. 74
5.3.6. ReSearch dir€ClionsS...........cuueiiiiiiiiiiiie e 78

5.4. Existing Solutions and integrated projects related to CitysRBE theft

JELECTION SENSOI. .. .iiiiiiiiiiiie e ettt e e e e e e e e e e e s s s e e eeeaaaeeas 78
5.4.1. BluVision/CycleLeash CONCEPL..........c.eeeiiiiiiiiiiiiiiee e 78
5.4.2. BiKe Track CONCEPL......coiiiiiiiiiiiiii e 80
5.4.3. BikeTrack fundamentatinCiples...........cooiuiiiiiiiiiiiii e 80
5.4.4. BikeTrack platform COMPONENLS..........cccuviviiiiiiiiiiiiiiiiereereee e e e e e e e e 81
5.4.5. Customized Bluetooth tag installed on bicycle..........vvvvivil. 81
5.4.6. Implementation o€lient app on mobile phone...........cccccceiiviiiieiinee 82
5.4.7. Backend SOfWAIE.........ccooo i e e e e e e e e e 82
5.4.8. ReSearch dir€ClionS...........uueiiiiiiiiiiiie et 82

6. SOFTWARBEVELOPMENVIETHODOLOGIES ARDATFORMARCHITECTURES...... 84

6.1. Software Development Methodologies..........ccccoeeeeeeiii 84
6.1.1. Design process models and theories............ccooooeicicicciciiiiiire e 84

6.2. Platform Architectures for Emergency Management Systems.............. 88

6.3. ResearCh direCtONS...........ooviiiiiiiiiiiiiii e e e 91

6 o N[ I U 1] ] N1 92
APPENDIX. ROLLED OUT APPLICATED........uuuuutirrrrereeeeeeeamereeeeaaaaaeeseeansssnnnnns 93
APPENDIX. ONGOING PROJECDEVELOPMENT. ... cuiiiiiitieieeneieeiemeeeeeaeeneenned 99
BIBLIOGRAPHL.Y. . ..itiitiiteie it tee e eme e e et et e s et ea et ea e e s smeasaeseaaeneenseneanennns 102

6 /AGedwAala / 2yaz2Nladzy



City.Risks Deliverable 2.1

1. Introduction

The City.Riskgroject aimsat increasing the perception of security of citizens in
urban environments This will be achievedly pladng information sharing at the
center of addressing security challeggyin large urban environment§itizens will
serve both as targets and sources of information. Information flowill be
bidirectional between citizens and authorities or among citizens themseloasing
trusted networksand communities.Smart phones and mobile devicesll be utilized
as the enabling technologies ftre visualzation and acquisition of informationThe
City.Risks platform wilinalyze and integratdiverseinformation including historical
crime data, statistics, victimization reports, demographic data, maps of
transportation networks, physical sensodata news feeds anéhformation mined
from the Web.

The City.Risks projecwill have to address multiple challengdeom different
research areaslo do so effectively, we musixploit current research advances and
extend the stateof-the-art to effectivelycompletethe project tasks The first step
towards this direction is provided byhis document which overviewsthe most
important work that is relevant to City.RiskBhe analysis is conducted bo#t a
project level andat the level ofindividualareas of research that are relevant to the
City.Rs$ks project.

The first part of this analysis fosas on theUrbanSecurity Landscapeand provides a
structured analysis ofcomplete projects and integrated solutionk particular a
total of 22 projectsand 46 software and hardware solutiorsse investigated Most

of these solutions are the result of relevant research projettese are analyzed
acrossa numberof relevant dimensions.Depending on the use cases they serve,
these solutions focus on different fields of crisis managemBefpendingon ther
target audiencethey may cater forgeneral public, governmental bodies, control
center staff and public safety forcd3ependingon their role, these systems may be
designed to provide informatiorenable communication or collaborationBhe stug
follows additional distinctions such #ise platforms, datasources andhe features
offered by theanalyzed solutions.

The second part of our analysigesents the stateof-the-art in the areas of research
that are relevant to the City.Risks platforfror everyidentified relevantarea, we
outline the most important recent advances in relation to the tasks that must be
completed during the duration of City.Risks. Furthermore, we present research
directions that will be exploited based on gaps and cingiés in the current work.

Emergency Bspong and Ksks Managementis a research area directly related to
the project Of particular significance are the topics Biergency Alerting and
Response Mobile Augmented Realityfor emergency responseand Risk
Management To that end, w analyze he technologydriven, psychological
sociological and organizational aspectsatérting. Emergency response is broken
down and analyzed in the levels of response creation, monitoring and organization.
With respect toMobile AugmentedReality, we focus omiser nteraction with mobile
augmented reality data, content nodels and the generation provision and
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rendering ofmobile augmented realitylata. Finally, weoverview important work
associated withRisks Management, theOperation Centre, and theSimulationand
Visualization of criménformationand risks

Another important area of research to the projectDsita Management Gathering
information from various sources is vital to City.Risks, and to this enoltli@e the
most important relevant work iData Acquisition andMining. We focus ormining
information from the social medigperforming sentnent analysis, detecting and
summarizing events, and geocoding web documeQisery processing is alsovery
important topic with respect toCity.Risks. Wpresent the stateof-the-art in query
processing and particularly focus on quergrocessing withdata with spatial,
temporal andtextual characteristicswhich are related to the types datathat must

be efficiently managed by the City.Risks platfoivtoreover, assome of the data
City.Risksmay deal with include potentially private informatiprwe study the
aspects oprivacy andanonymizationIn addition, wediscuss data analytics methods
for mapping and predicting crime, crime analytics using information from the social
media, andwe overview the stateof-the-art software used for crime analysis.
Finally, we present work inmoute planning queries, which constitutes another key
area of focs for the services we plan to develop in the course of the project.

The third research area of focuslates to thetheft detection requirements of the
City.Risks platform. This tise area of Mobile Sgsors andSensor Communication.
We overview recent sensor communicatioradvancesand we discussimportant
aspects for Mobile Wireless Sensor Networks such asnetwork topologies,
operational modesnetwork coverageand data managemen®Rarticular attention is
given to the topics ofjround monitoring andheft. We focus on the problems of
location finding, collaborative target detection andoublic safety surveillance
networks. Our analysicontinues withthe mobile sensingechnologiesthat will be
employed in the City.Risks projectin addition we discussimportant technical
considerations for theft detection sensgrandwe analyze relevantsolutions related
to the sensors that will be employed in City.Risks.

Thefinal research area of focus is Software Engineer@g.analysigeviews current
Sdtware DevelopmentMethodologiesand Platform Architectureshat have been
employedfor the development of Emergency Management Systems.

This document is structured as followSection 2 overviews the Urban Security
Landscape. Section fresents current work in Emergency Response and Risks
Management. Recent advances in Data Management are provided in Section 4.
Section 5 focuses on Mobile Sensors and Communicaf®levant Software
Development considerations are discussed in Section Fially, Section 7
summarizegnd concludeshe report
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2. Urban Security Landscape

2.1. Gaps andhallenges

For initial research in the City.Risks project, a total of 22 projects as well as 46
software and hardware solutions, partly results from aforementioneajgrts, were
analyzed and structured in a catalogue for further investigation. Shivey of
existing works in tis areaemphasized on use cases, target audience, solution type,
platform, data sources and addressed features of the solutions analyzed.

Due to lack of available demonstrators provided by the developers, no qualified
statement could be given concerning usability and conformity with standards of the
examined hardware and software.

It is also noted, that many products sold are not more than médeo cameras
streamed to a command and control center of some kind. These were not included
into the deeper analysis, as they would not have created any added value for the
results.

2.1.1.Usecases

As expected, the majority of solutions are set out to tagklélic safety and security
threats. Nevertheless, different fields of crisis management are addressed by the
solutions analyzed. These different emphases will be displayed in more detail.

A broad number of the use cases presented is set out to infatimens or collect

data from their end user devices, employing sensors in the devices or social media
used. Descriptions of solutions, which focus on data collection and information
distribution, state, that during the development a central focus of tesearch and
development activities was oriented towards ethical, privacy and legal aspects.
Neverthelessno extensive statements on legaspectsor standardizatioractivities

taken into account are provided by the solution developers.

Other aspects of th development tasks for the solutions analyzed werethe one
hand, to guarantee mobility of the end users by directing and coordinating them
through centralized communication headquarters, armh the other hand, to
support policy makers and their steggic decision making.

2.1.2. Targetaudience

The main target audience of the solutions can be divided into four major categories
the general public, governmental bodies, control center staff and public safety
forces. The functionalities provided to them are desed subsequently.

The general public is primarily addressed by information services and sometimes
included into collaborative actions. Most solutions offer a communication channel to
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deliver actions to be taken in accordance with the current emergentcpteon.
When citizens have the chance to participate i.e. by reporting as a first responder,
they are provieéd with established social media contact points (most commonly a
Twitter Channel).

Governmental bodies and policy makers are normally provideth wartalysis and
steering methods. An outstanding feature of the ISAR+ project prototype
(http:/fisar.ill2.eu/) is providing users with wetlocumented strategic planning
tools.

Communication on various channels and real time information retrieval are the ke
selling proposition for control center solutions that were amaty throughout the

initial research. Common data sources for these solutions are social media or video
data provided by first responders on site.

Public security and safety, especially poliorces, are commonly addressed by ways
to monitor suspicious behavior or to track down persons and objects. These
solutions are most commonly based on video surveillance.

2.1.3.Solutiontype

The majority of solutions analyzed are proprietary systems, requigpgcial
hardware to be installed (i.e. control center equipment). Those systems, which are
set out to integrate citizen actions into the risk assessment and reduction, are built
to be used on mobile devices, especially cell phones. The mobile solutinrizeca
subdivided into three main solution types. First, using social media channels for
interaction with citizens is suggested. Secondly, collection of mobile phone sensor
data is employed. Thirdly, information is provided through proprietary web portals
that can be accessed by mobile browsers.

2.1.4.Platforms

As stated before, most systems are proprietary solutions, requiring special hardware
and platforms. Those products and services built for common electronic devices like
desktop computers, tablets and smarhones are equally spread among operating
systems. For desktop computers, this is primarily enabled by using web technologies,
providing online solution to the end users, enabling independence from Windows,
Mac OS or Linux based operating systems. If re@mplications are developed, they

are at least built for Android and iOS. Only few solutions provide further apps for
Windows Mobile and Blackberry operating systems.

2.1.5.Datasources

Public security and safety solutions show three primary sources of inpaf daing
generated by end device users, being collected by the devices automatically or being
based on statistical data. User generated data is most commonly collected using
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social media data aggregation, but also through user reporting tools and knosvledg
wikis or encyclopedias, which allow citizens participation and expansion.

Automatically collected data includes mobility, traffic, text, audio and video data,
either collected by the mobile devices of the end users or by sertvweloped for
specific puposes.

Besides the aforementioned solutions, which provide real time data, some solutions
are built on previous results only. The sources included into these products and
services are statistical data, maps, infrastructural information and counter mesasure
definitions.

When analyzing data sources and usage, also the option of reuse of the data was
investigated. Nevertheless, most solutions do not provide any of their data sets. Only
few implementers offer partially access to data or knowledge generatedserh
offers consist either of wikis that were setup during projects and deliverable
documents, which were made pulifcaccessible, or an API to open data, that was
used for the solution developed.

2.1.6.Featuresprovided

Building on the data collected, the sajeand security solutions analyzed provide
diverse features to the end users. Those products and services built on automated
data collection most commonly serve as surveillance and tracking tools, but also
sometimes enable coordination or policy actionsahgh data filtering, visualization

and statistics.

Other solutions, which build on research result and/or end user generated data, are
set out to observe crisis events, to communicate with persons affected and to steer
public safety and security forces. &hare built around a command and control
center solution that connects to mobile clients, enabling the required
communication in unidirectional or bidirectional ways. Unidirectional services are
either gathering information from public reports and usettal#or deeper insight or
communicate information to the persons in the field for coordination. Bidirectional
on the other hand enable collaboration between the command and control center
staff and the essential end users at the crisis hotspot, allowirggactive resolution
through all affected players.

2.1.7.Dedication tostandards

Even though a broad spectrum of solutions is analyzed throughout this initial
research, there are hardly any standards addressed or incorporated in the
descriptions of the productsral services provided. Nevertheless, some research
projects like ISARMttp://isar.il12.eu/) and INDEChttp:// www.indectprojecteuw)
report on implementation of their methods with respect to th&uropean
Convention on Human Rightshe European Union Charter of Fundamental
Freedomsthe UN Convention on the Rights of the Chitdthe Finnish Personal Data
Act
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Considering the fields oépplication of the solutions analyzed, some technical
standards, like mobile communication, could be expected to be met by the systems,
but in general they are not explicitly stated by the product and service providers.
Only the two UK based solutions ide Data Repository and Crime Map dedicate
themselves to usage of data based on JSON standard.

2.1.8.Gaps ancthallengesidentified

When considering the results ofighnitial research, some gaps in the development
could be identified, which are closely relatéal the challenges to be faced during
future development of the City.Risks environment. Collection of social and end user
generated data should on one hand side be available to others generating leverage
effects. On the other hand side, collection of perabwlata has to respect data
security laws and privacy rights, with respect to the legal situation in the country of
application.

Furthermore, a strong dedication to standards, especially communication and
encryption should be considered in further reseammd development, preventing
potential abuse and misuse of data collected and processed by the City.Risks
solutions. This might contradict with the requirements for availability and desirable
platform independency of the software to be developed.

Thus, oneof the challenge of further research and development will be to find a
balance between the aforementioned interest conflicts. Establishing the desired
harmony between them will be part of further steps throughout the City.Risks
project.

2.2. SolutionsOverview

A research has been conducted in order to find related practices whictshatl
some light on the previous and ongoing work in the fiéidthe following sections an
overview of the current applicatiafound is projected in various fields. Fields
include status of the project, funded by any European program, business analysis
and technical specifications. The following content is aggregated from the URLS
attached to each solution found.

2.2.1.ResearcHields

For every project highlighted, basic information provided covers the name, a web
link, the funding reference, the type of the developed solution, the platform it is
built for and the role of the solution. Role describes the type of communication that
is erabled through the solution. The Information role therefore represents
unidirectional communication from organization to public, while Communication
represents the inverse direction, from public to organization. As a bidirectional form
of communication, Ctboration enables cooperation of public and organization
based on reaction of the respective partner.
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The developed solutions are then presented with a screenshot and a short
description, followed by details on target audience, use cases, features antriesu
the solution was piloted in. In a further step, possible transferrable content is

analysed with regard to the City.Risks needs. This covers mapping to the City.Risks

use cases and description of data used as well as data reusability and currently
available access to the application. User and terms of use explains the user access to
the solution, differentiating between active users, using the application as a tool to
gather data and communicate, and passive users, who are restricted to viewing
(limited) content. Furthermore, it is indicated, whether licences are granted by the
provider.

In a final section of the analysifurther information is provided. This covers the
international scale and scalability of the solution, the availability of support
documents, like guidebooks or manuals, and indications towards international
standards that are respected by the solution.

2.2.2.Rolled out applications

Furthermore, the following finished projects, products and services that are built not
only for mobile usagdyut also to work on other hardware systems, were explored
during the initial research phase. Foore detailed information refer to Appendix I.

Table2.1: Rolled out solutions mapped into communication directions and City.Risks use cases

=
c = () %2 a)
2| 8| B o | 9
@© c o N Q
S =) o) = T
5 E | S — | @
) O
Urban Securipedia -
I
COMPOSITE ]
I
AlertAll [ ]
SUBITO -
INDECT -
I
THALES Integrated and scalable ---

6 /AGedwAala / 2yaz2Nladzy —

12



City.Risks Deliverable 2.1

urban security solutions
SAMSUNG Urban Security Syste

SAAB SAFE Emergency Respons

Selex ES Urban Security Video
Surveillance

Selex ES CITIESvisor

TASAGT Urban Security

LL Tech International Urban
Security

ISS SecurOS

ARMOR
Emexis Fuel Tracker
CrimeReports

UKCrimeStats

Crime Map ViennaY NA YA Yy
Wien

Durham Crime map
iISAR+

Opti-Alert

VirtualGuard

BluCop HappstoR
iHound
GadgetTrak

Prey

Comodo Anti Theft

SafeCity

Legend THEFTTheft of personal items
CROWADCriminal activity in crowded areas
CITIZEN®ssisting and engaging citizens
NGHOODNeighbourhood safety

The solutions found are analysed through the communication direction (grey) and
the preelementary use cases (blue) defined so far from the City.Risks project. The
description of Information, Communication and Collaboration fields is given in the
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previoussection Section2.2.1). In addition, ve map theanalysed solutions with
respect to theuse cass thatwe plan to investigate withithe City.Risks projecThe
complete specification of these use casasl the result of Task2.4 and will be
reported inthe Deliverable D2.4This mappingprovidesa deeper insight on the
feasibility of future adaptiorof elements of the proposed solution intGity.Risks
components

223.hy32Ay3 LINRB2SO0GaQ RS@St2LIVSyi

Projects, that were of interest during initial research, but finished before the
delivery date of the current document, are listed below. Their results will be
monitored throughout the further research and development processes of the
City.Risks project. For detailed information refeAppendix II.

Table2.2: Ongoing projects in the field of urban security

Name Target Audience
URL Roles

Short description Use case(s)

ATHENA Target Audience
http://www.projectathena.eu/ first responders, citizens
Role
Collaboration
Use cases
Crisis management, Social mediaiisis
management

eVACUATE Target Audience
http://www.evacuate.eu general public
Role
Information, Communication
Use cases
Safety/Security

TACTICS Target Audience:

http://fp7 -tactics.eu/ Threat Manager (TM), Threat Decomposition
Manager (TDM) an@apabilities Manager (OM
Role
Information
Use cases
Legal, Safety/Security
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HARMONISE Target Audience:
http://harmonise.eu/ Mechanisms/Tools for Delivery of Improved Urb
Security and Resilience
Role
Information
Use cases
Safety/Security
Urban SecurityeGuide Target Audience:
(Inspirational Plattform) Education, community, general public
http://lwww.besecure Role

project.eu/dynamics//modules/ Information
SFILO100/view.php?fil_ld=56 Use cases

Safety/Security
Policy platform Target Audience:
http://lwww.besecure Policy makers

project.eu/dynamics//modules/ Role
SFIL0100/view.php?fil_Id=57 Collaboration
Use cases
Safety/Security, Policy

Urban security Early warning Target Audience:
system Policy makers
http://www.besecure Role
project.eu/dynamics//modules/ Information
SFIL0100/view.php?fil_Id=58 Use cases
Safety/Security, Policy

iIRISK Urban Vulnerability Target Audience:
Measure NC state policy makers, Howard University
http://create.usc.edu/sites/defa students
ult/files/projects/sow/1045/kur Role
bancreateyear8annualreportku Information
banhudoc.pdf Use cases
Economic, Social, Safety/Security

RAW Risk Assessment Target Audience:

Workbench Of F aaATASRE G2FFAOALI €
http://create.usc.edu/sites/defa Role

ult/files/projects/sow/850/hall2 Information

005 Use cases

riskanalysisworkbenchpartl.pd
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Safety/Security
DPS Deploy Target Audience:
http://create.usc.edu/researche USC Department of Public Safety
r/michaet Role

orosz/projects/dpsdeployusc  Information
departmentpublicsafetyrisk  Use cases

assessmenand Safety/Security
MobEyes Target Audience:
http://lia.deis.unibo.it/Research urbanmonitoring
/Mobeyes/ Role

Information

Use cases

Safety/Security, Mobility

2.2.4.Solutions in focus

1. iISAR+

Online and Mobile Communications for Crisis Response and Search and Resc
URL http://isar.il12.eu/

Project reference FP7, Agreement n812850

Solution type Document | Web |Mobile| Other

Platform Compatible with all mobile OS

Role Information | Communication | Collaboration

Application snapshots

] Mmsmre < wmamrs 3 mumrn
CearDmws L CRUATED v e P

ISAR+ COMPONENTS VALIDATED
DURING THE FINAL SHOWCASE
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Short Description

iISAR+ is a research and development project aiming finete the guidelines that, in crisis
situations, enable citizens using new online and mobile technologies to actively partis
in response efforts, through the provision, dissemination, sharing and retrieval
information for the critical intervention oPublic Protection and Disaster Relief (PP
organisations, in search and rescue, law enforcement and medical assistance oper
From 2013 to 2015, the FP7 iSAR+ project addresses ThenZ0BEG 13: Use of new
communication/social media in crisigustions.

Results
e iSAR+ Guidelinesrecommendations for citizens and PPDRs foreffective and
efficientuse of social media and mobile technology in crisis situations. iISAR+
e Technological Platform platform integrating ICT tools, including mobile and so
media applications, that provide addeghlue services for citizens and PPDRs in ¢
aAlGdzr GA2yae . FaASR 2y (GKS OAGAT SyaaQ
validation tool for the iISAR+ Guidelines.

Application technical details

Business analysis

Target audience Public Protection and Disaster Relief, search and res
law enforcement, medical assistance, general public

Use case(s) 1) Unattended baggage, RB)etro Station Fire, 3) Toxic
Gas Accident, 4) Plane Crash, 5) Thunderstorm

Feature(s) Social media and mobile data aggregation and
presentation, information channels.

Pilot(s) France, Finland, Ireland, Norway, Poland, Portugal,
United Kingdom

City.RiskdJse Cases Theft of personal items | Criminal activity in crowdec
areas | Assisting and engaging citizehs
Neighbourhood safety

Data usage
Source(s) of data Social Media and Mobile Data
Data reusable Yes |No

Access to application
Endproduct published ~ Yes |No
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User and terms of use

User entrance Registered | Open access | Free | Commercial
User passive Registered | Open

User active Registered | Open

License None

Additional information
Scale International

Supporting documents Yes| No
Deliverables

Indication to standards ~ Yes| No | Not clear
Finnish Personal Data Act

2. OptiAlert

Enhancing the efficiency of alerting systems through personalized, culturally
sensitive multichannel communication

URL http://www.opti -alert.eu/

Project reference FP 7, Agreement n@61699

Solution type Document | Web |[Mobile| Other

Platform Compatible with all mobile OS

Role Information | Communication| Collaboration

o 2B Generated alent messages N | Generated alert messages nes | Generated alert messages

- E-mail
- English
- for parents

- sms oo B e WSSvom . s - paging (broadcast)
- English < - ALY, ok - personalization at the receiver
- for parents - here: baseline message in German (without advice for

parents)
Disaster Management

10 come.

chikiren at school or

link to danger
area -——->

——y — This distribution system has omitted the link to the danger
i zone (and some more information) due to space reasons.

Short Description
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The OptiAlert project is aimed at raising the efficiency of alerting systems thrc
personalized, culturally sensitive mutfhannel communication. Funded by the Europe
Commission, Op#hlert involves research institutes, universgj enterprises, and enasers
from six European countries. The goal of the project is to create an adaptive alerting <
that allows intuitive, aehoc adaptation of alerting strategies to specific alerting conte
Opti-Alert will also facilitate impmved regionalization and personalization of warni
messages, as well as a closer cooperation and integration of indusited alerting
systems with statdunded alerting tools. The project objectives will be pursued by
following key research activés:

e In-depth analysis of the effect of social, cultural and regional factors on
perception and risk communication

e Analysis of the influence of the observed secidtural differences on regione
alerting strategies

e Analysis of the impact of individlized alerting (by SMS;raail etc.) and alerting
through broadcast media

¢ Identification of best practices in alerting through broadcast media

o Definition of algorithms to simulate alert propagation in the population, both
large and inside criticahfrastructures such as metro stations, as a function
interpersonal communication patterns and the selected mix of alerting channels

Results

The main results of this projects are: an Alerting Strategy Simulation, Channel and Brc
Suggestion, and btlia Broadcasting

Application technical details

Business analysis

Target audience General public
Use case(s) Safetyand Security
Feature(s) Alerting Strategy Simulation, Channel and Broadcast

Suggestion, Media Broadcasting

Pilot(s) Austria EasternTyro), Germany (Berlin), Italy (Easterr
Sicily) Germany (Lippe)

City.Risks Use Cases Theft of personal items | Criminal activity in crowdec
areas| Assisting and engaging citizenhs
Neighbourhood safety

Data usage

Source(s) of data Current energenciesrom national authorities
responsible for alerting, weather alerts, disaster alert:
commercial alert through service providers

Data reusable Yes |No

6 /AGedwAala / 2yaz2Nladzy
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Access tapplication

End product published ~ Yes |No

User and terms of use

Userentrance Registered | Open access | Free | Commercial
User passive Registered | Open

User active Registered | Open

License Not known

Additional information

Scale International

Supporting documents Yes| No
Deliverables

Indication tostandards ~ Yes| No | Not clear

3. iHound

iHound Phone & Family Tracking Platform

URL https://www.ihoundsoftware.com/

Project reference No reference

Solution type Document | Web | Mobile| Other

Platform IOs, Android

Role Information | Communication | Collaboration

Application snapshots
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il AT&T 3G

L= ] il ATET 3G 10:15 AM 7 3 9%

.J; Last Known Location

&

.
9759
Wednesday, November 4 et

~ Timestamp: 2010-11-03 10:11:32 PDT
Accuracy: within 100 meters
W Address: 2600 10th St,

iHound Berkeley, CA 94710, USA

Help, | lost my iPhone and would o s +‘
like to get it returned. Please contact \ N Hide Map A N

me at info@ihoundsoftware.com

[ map 4[ Sateite | Hy;:d [ verain |
= parkeC S

$50 Reward

L

Short Description

iHounduses the GPS and WiFi, 3G, or Edge signals built into your devices to detern
location. Using the app and iHound Software's unique tracking website, you can Tra
location of your device, Remotely Lock Your Phone, Remotely Wipe Private Inforyr
Directly Instant Message Your Phone, Set up Geofencing Location Alerts, Manag

account using iHound's Mobile Web Site.

With iHound Geofencing automatically one can:

e Get alerts when your child arrives at or leaves school.

e Broadcast your arrivalt the bar to your adoring Facebook and Twitter followers.
¢ Checkin with Foursquare to help you compete more effectively and become Ma
e Receive reviews of local restaurants when you arrive at your vacation destinatic

¢ Have your shopping list deliverénlan email when you get to the store.

o Know where your loved ones are all the time, any time

Application technical details

Business analysis

Target audience General public
Use case(s) Safety, Security, and Mobility
Feature(s) Geofencing, Locatiofracking, Location Sharing, Pusk

Alert with Sirens

Pilot(s) Not known

City.Risks Use Cases Theft of personal items Criminal activity in crowded
areas| Assisting and engaging citizens |.
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Neighbourhood safety

Data usage
Source(s) of data

Userdata, location based information

Data reusable

Yes |No

Access to application
End product published

Yes| No

User and terms of use
User entrance

Registered| Open access | Free Commercial

User passive

Registered| Open

Useractive

Registered| Open

License

Commercialicence

Additional information
Scale

International

Supporting documents

Yes |No

Indication to standards

Yes| No | Not clear

4. GadgetTrak

Leading innovator of theft recovery and dagarotection solutions for mobile

devices

URL

Project reference
Solution type
Platform

Role

Application snapshots

http://lwww.gadgettrak.com/
No reference

Document | Web | Mobile |
i0S, Android, Win

Information | Communication |Collaboration

Other
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wiil ATET 3G 3:24 PM -~ 65 % o e —
« > @ me
Reader Facebook Support® Stats ¥  Subscribe w3 Clip 10 Evernote  Read Later  OmaiFocus

Dashboard » Device Details ;iadeﬂrfk

Gadge!

iPhone : lan's iPhone 4

[ Device Information l Tracking Reports l

Showing 1 - 4 of 4 Connections

2010-12-08 09:55:36 View Map
2010-12-08 09:55:34 View Map
2010-12-08 09:55:24 View Map
2010-12-08 09:55:23 View Map

Goto:

Short Description

GadgetTrak Laptop Security

Think about the things you have on your laptop right now: Countless photos, fine
records, software, music, videos, etc. The hefty price tag on your laptop is prabvehifed
by the value of the information on it. The really scary part is that according to the FBI, ]
laptops purchased today will be stolen within the next 12 months. Sadly, only 3% v
returned. GadgetTrak dramatically increases the likelihoddfimding your laptop, by
pinpointing its location, and even sending a photo of thief.

GadgetTrak Mobil& iOSSecurity

What if your device was lost or stolen, what would it mean to your or your business’
only is it the loss of an expensive device, lalgo your data, which can be pricele:
GadgetTrak Mobile Security helps mitigate the risk of mobile device loss or
empowering you to track its location, back up data, even wipe the device.

Results

GadgetTrak is offering 3 types of secuptpducts laptop security, Mobile Security and iO!

Application technical details

Business analysis

Target audience General

Use case(s) Laptop security, Mobile security for data loss and
antitheft

Feature(s) Tracking, Memory Erasur@/i-Fipositioning, Integrate

police reports, webcam support, privacy safelvanced
hybrid positioning device alarmSecure encrypted
backup Remote data wipeTamper proof

6 /AGedwAala / 2yaz2Nladzy
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Pilot(s)

Not known

City.Risks Use Cases

Theft of personal items Criminal activityin crowded
areas| Assisting and engaging citizens |.
Neighbourhood safety

Data usage
Source(s) of data

User data, location based information

Data reusable

Yes |No

Access to application
End product published

Yes| No

User and term=f use
User entrance

Registered| Open access | Free Commercial

User passive

Registered| Open

User active

Registered| Open

License

Commercial license

Additional information
Scale

International

Supporting documents

Yes| No
Wiki, FAQ and Knowledge Base

Indication to standards

Yes| No | Not clear

5. SafeCity

Handy tool to geographically mark and report a safety issue faced by women a

children

URL https://play.google.com/store/apps/details?id=cam
phonethics.safecity

Project eference
Solution type
Platform

No reference
Document | Web |Mobile| Other
iOS, Android

Role Information | Communication | Collaboration

6 /| AGeodwAaAal A
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Application snapshad

Incident Map

Report Incident

Category

No Lights

Description

Enter Description

lllllllllll I|||!|||||l
N =/ N 7
lllllllllll ||!!!I||I|
~ X

arachi ZB
°
od gp

Ahmedabad Add Photo

Muibal

ilter
o
te me Pune Hyderabad
/4 o
Chennai
Bangalore © o

2, Veera Desai Rd, Azad Nagar,
Andheri West Mumbai, Maharashtra

Ann1An

Short Description

Safe City is Aandy tool to geographically mark and report a safety issue face
women and children. You can quickly locate, identify and pin the issue on the nr
your city. It is aimed at creating a social response system where this informat
actively pursuedn reaching out to the person in need and bring to the notice
issues and their causes so they can be addressed and monitored.

Application technical details

Business analysis

Target audience General public

Use case(s) Safety,Securityand Mobility
Feature(s) Location, Danger Spotting, Search
Pilot(s) Not Known

City.Risks Use Cases Theft of personal items [Criminal activity in crowded
areas| Assisting and engaging citizehs
Neighbourhood safety
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Data usage
Source(s) of data

User data, location based information

Data reusable

Yes |No

Access to application
End product published

Yes| No

User and terms of use
User entrance

Registered |Open access Free| Commercial

User passive

Registered |Open

User active

Registered |Open

License

None

Additional information
Scale

International

Supporting documents

Yes |No

Indication to standards

Yes| No | Not clear
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3. EmergencyResponse and Risksdaviagement

This sectiorsummarizeghe most important work from the literature that is related
to emergency responsand risk management services and applicatiensisaged for
the City.Risks platformWe describe recent advances @mergency alerting and
response augmented reality and operation center and risks management
Furthermore, we pinpoint gapand challenges in current worlo outline specific
research directions that will be explored within the scope of the City.Risks project.

3.1. EmergencAlerting and Response

City.Risks uses tbfent means of information sharing to address security challenges
in large urban environments. The main goals of the project are to improve handling
of safety and security challenges by integrating the public through mechanisms of
participatory urbanismand making safetyelated information more transparent in
order to reduce fear of crime of citizens.

Targeted emergency alerting and response play a major role in this context. Within
this scope, the following sections focus on communication between ailtb®and

the public. Alerting and response communication used by professional has not been
considered here.

3.1.1. Alerting

After the end of the "cold war", investments in alerting systems for the general
public were reduced in many European countries. Asrsequence, the previously
existing alerting infrastructure (sirens in particular) was either dismantled, or its
coverage and / or availability decreased due to lack of maintenance. In the
meantime, authorities mainly relied on mass media (TV, radio)dsecthe gap on

the last mile when alerting the public. More recently, however, attempts have been
made to use other technologies to communicate with citizens in emergency
situations. This relates both to singtbannel approaches (like cell broadcasting
(Jagtman et al. 2010), which is currently the preferred solution in the Netherlands),
or multi-channel alerting systems which combine, for example, SM&aie and RSS
feeds (Klafft et al. 2008).

Efficient alerting encompassaspects of the following catpries.

- technologyrelated aspects
- psychological and sociological aspects
- organizational aspects

Many of these aspects are interrelated; technology influences how we perceive
alerts, and organizational aspects influence whether we trust emergency
information received.
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Technologydriven aspects.According to Klafft (Klafft 2013) a lot of research has
been conducted to analyze the first two steps of the alerting process, namely,
sending and receiving messagé&hke following technologies are being used.

- cell broadcasting

- SMS and pagers

- push infrastructures for mobile phones

- twitter

- rss feeds, email, fax

- others, e.g., tv or radio broadcasts, sirens, sound trucks (not considered)

Cell broadcastingAll available mobile communication standards (GSM, UMTES), LT
define broadcast or multicast services. Broadcast services have the advantage of
reaching an affected public without the need of a subscription service. On the other
hand, messages are not explicitly called for and cannot be personalized, which
reducesacceptance. While GSM cell broadcast is actually available and being used
for distributing emergency information in some countries (e.g., US, Japan, or the
Netherlands) usage of these broadcast services is limited, due to the lack of the
necessary infrasticture. Beyond emergency alerting there are currently no real
business cases, and mobile communication providers shy away from investing into
these technologies.

SMS and pager&MS and pager technology have been used as a means for efficient
personal aleting, since the advent of mobile communication networks. Pager
communication requires specific devices asgparateinfrastructures, which limits

its usefulness for alerting the public. In contrast, SMS can be used by (almost) any
mobile phone, and is onef the most widespreadechnologiesused for public alerts.
However, both technologies offer limitethiformation capabilities as they support
only short messages, which is, why they are being more and more replaced by IP
based push infrastructures for smgphones.

Push infrastructuresOne of the main technologies currently used for alerting are
smartphone Apps providing push notifications. All major smartphpfeforms
provide a push service infrastructure (e.g., Apple Push Notification Service (APN),
Google Cloud Messaging (GCM), Windows Notification Service (WNS)). Push
notifications have the advantage over SMS that they are bound to a smartphone App
that can directly load additional information related to an alert, thus giving a user
details on whathappened where, and on how to react. Anothesdvantage of
alerting Apps is that alerts can be subscribed to in a very dynamical manner, using,
for instance, location information.

Twitter. In 2013 Twitter launched the service Twitter Alerts. Tweets thatnaaeked

as an alert are being actively pushed to all users subscribed to alerts of the issuer of
a tweet. That means, subscriptions are based entirely on the who is providing an
alert. Twitterbased alerts cannot be personalized or targeted to specific sie@d

user groups. The service is being used, for instance, by the Federal Emergency
Management Agency FEMA in the US (fema.org) or the WHO Regional Office for
Europe (euro.who.int).
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RSS feeds, email, fakll of these technologies have more or less begulaeed by

other means. Today, RSS feeds are no longer being used for actual alerting but for
reporting emergency cases, e.g., for earth quake information. Also today, email and
fax are playing only minor roles in alerting the public.

Others. TV or especlly radio broadcasts have long been the only means to
distribute detailed emergency information. Also these technologies lack the ability to
target and personalize alerts. New digital broadcast standards (e.g. DAB+), however,
provide means to distribute atts similar to GCM cell broadcasts. Devices to receive
and display such alerts are available but not actually widely used. In recent years, so
called smart TVs are being more and more available, which means that Apps and
push notifications can be used Wwithis medium, too.

Psychological and sociological aspecBsychological and sociological aspects (as
addressed, e.g., by EU project OptiAlert (http://www.egalkert.eu) are a more or less
disregarded topic in existing alerting systeritiese aspects adess the following
guestions.

- was an alert read
- was an alert understood
- was an alert reacted upon (see S&d..2

None of these questions can be easily answerequby using the right technology.
Even actually displaying alert information on a device does not mean a user has read
it much less understood its impact. Often, understandprgblems arise from the
information being delivered in a single language. Siresponsible parties most
often require an alerting system to be generic, alerts are not always fiooih pre-
defined pretranslated building blocks but using free text inpuAutomatic
translation can help that information is roughly understandable, bubhas good
enough to ensure that the information is being trusted. Trust, however, is the main
point in bringing a recipient to react upon an alert. Trust builds itself on different
components. The source itself needs to be trusted. It must be clear togbe that

the message actually comes from that source and has not been tampered with. The
contents of the message need to be verifiable, preferably using secondary sources
(e.g., social media, online news, radioTorbroadcasts). Last, not least, users need

to have the sense, that they are actually affected ameddto react. Individualized

and situationrelated alerting is of major importance.

Organizational aspectsEmergency alerting for the public, usually, engass
information about different types of hazards (e.g., weather, floods, civil protection,
crime, or defense). In most cases responsibilities for alerting the public about such
hazards are distributed between different authorities.

On the other side, emergency situations often arise from a series of interconnected
and dependent severe events. Alerting the public in such a situation requires a
consistent voice which in turn requires a distributed incident management. Also
emergency suations do not stop at political boundaries, so coordination of cross
border alerting strategies (see OptiAlert (http://www.oglert.eu)) is of major
importance.
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These problems are much more pronounced in federal environments, e.g., in
Germany (wherehe responsibility for civil protection idivided between ca. 400
individual counties).

3.1.2.Response

Appropriate response is the ultimate goal of all alerting systems, be it that people
look for a safe place, secure their property, help others, inform othergust stay
informed themselves about their situation. The following section focusses on
collaboration and organizing response between authorities, professional emergency
relief organizations, and the public.

Three main categories or levels can be ugedistinguish approaches to emergency
response with focus on the public.

- creating response
- monitoring response
- organizing response

Creating ResponseCreating response encompass all measures taken to ensure an
alerted public actually takes action. Thigedaps with the issues on psychological
and sociological aspects of alerting presented above.

Monitoring ResponseMonitoring tries to observe behaviour of the affected public
and to verify users respond (correctly). In this case sentiment analysis ¢e&sni
play a major role. Social media content streams the data items of which are tagged
with temporal, spatial or keyworthased metadata is processed in order to get
information how an emergency situation is perceived and reacted upon.

The role of sociamedia fead twitter) in effectiveness of warning response (with
focus on extreme events) has been studied in (Tyshchuk 2012). Twitter users seem
to engage in all six stages of the warning response process (receiving, understanding,
trusting, personalizingybtaining confirmation, taking action).

Enhancing situational awareness through the use of microbloggiagl twitter) has
also been the focus of (Vieweg et al. 2010) and (Starbird and Palen 2011).

Organizing ResponseOrganizing response takes additibnsteps to facilitate
collaboration between authorities, emergency relief organizations, and the public,
through direct or indirect communication.

Effective response and recovery operations througabllaborations and trust
between government agencies atl devels and between the public and nonprofit
sectors has been studied by (Kapucu 2005) and (Kapucu 2008). Key aspects of the
relationship between volunteers and formal response organisations in disaaters
presented by(Barsky et al. 2007 (Chen et al 2008) proposes a framework to
analyze coordination patterns along the emergency response life cycle.

Several systems have been developed to help coordinate responder communication
and response efforts in order to minimize the threat to human life and agento
property. Examples include the ENSURE (http://enguogekt.de/) project and
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(Yuan and Detlor 20053nother flavour of systems around cooperatively responding
to "threats" iscommunity-based neighborhood watch systems.

One measure that sticks owtf this category isunning disaster exerciseBisaster
exercises can also be seen as a means to create the right response in an emergency
situation, it, however, needs a complete other level afganization and direct
collaboration between authoritiesral citizens then the measures addressed above.

The role of such exercises to improve effectiveness in emergency management and
in creation of community disaster preparedness, has been laid out by (Perry 2004).
Exercises result in increased knowledge oé tbarticipants (what to do in an
emergency) as well as increased confidence in abilities of others and in the ability to
work as a team.

3.1.3.Researchdirections

In contrast to broadcasting, targeted alerting requires information about the
situation of the group or individuals to target. One of the challenges jé¢serve

the privacyof the users. There are different techniques that can be used to achieve
this.

e Pseudonymization of data records, using random device identifications
instead of personal user ids, like, email addresses

e Encryption of data records, e.g., using Bloom filters to guard against
unauthorized access while maintaining searchability of data sets

e Decentralized storing of data records, e.g., using personal or on device space
to hold sensitive data

Since City.Risks tries to target a wide spectrum of use cases, alerting and
particular ¢ response functionalities require a lot of flexibility. imost cases, great
flexibility leads to losses in scalability and overall performance of systems. To
prepare City.Risks platform components to be used in real products, these
flexibility/performance tradeoffs has to be taken into account, to be able to wer
huge number of usersimultaneouslyas a smart city environment requires.

3.2. Mobile Augmented Reality (MAR)

The City.Risks mobile application offers new visualization methods for
communicating (individual) risks as an effective innovation for better actthnces

by integrating and developing mobile augmented reality (mAR) technologies. This
mobile application with augmented reality features will allow citizens to use their
smart phones or tables to visualize securgyated information regarding their
suroundings (e.g. historical crime statistics or any ongoing criminal activity), being
also able to interact with the augmented objects (e.g., for tagging them). This will
enable better situatiorawareness and response support.
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3.2.1.User nteraction with mARdata

Mobile augmented reality (mAR) is an innovative user interface for providing
individual risk information and warnings as well as action advices on mobile devices
(e.g. smartphones). Individual risks asefenceaction alternatives can be presented
more realistic, e.g. by presenting the virtual water level of flood (risk map) or
potential dangerdefenceactions (alternative kinds of level) directly in reality, which
improves the individual recognition and analysis of a hazard situation as well as
possibleaction possibilities.

The data presented as augmented reality can include information about visible
objects (e.g. the statics of a building), not visible objects (e.g. a bglound
infrastructure like electricity or sewage system) or not yet visible abjde.g. a
flooding). For example, users can see information about their surrounding location
regarding history of criminal activity (crime maps by type and seasonality), as well as
any ongoing criminal activity or a coming criminal activity in the neané (e.g. a
group of terrorists moving to the users location).

Today, mAR applications only present information (often 3D objects) to the user. But

in case of an ongoing or future criminal activity (like City.Risks), the
communication should turn to &idirectional channel, with the users (withesses)

sending back feeds to the authorities. The challenge is to provide users the
possibility to interact with the augmented objects, e.g. to add information, to update

objects or to create new objects. Simligrmethods and tools for capturing of new

content by the users (crowd sourcing;situ authoring) are not available (research is

focused on authoring tools for expert authors, e.g. DART, arToolkit, Layar Creator)

0/ Kdzy SG It @ Hnwmaq thus,desarehindl bd condustéd irl-tiiedeldn n mo 0
of design of interaction with spatial mMAR content.

3.2.2.mARcontent models

Traditionally, only a single risk is presented as AR in a mobile application. An
additional challenge that will be addressed in the Cigk& project is to visualize a

set of (all) risks (historical as well as current as well as future) in a single mobile app.

Different data sources (data bases, web services, GIS etc.) with different data types

and formats will be integrated and mapped taQ2 YY2y O2y iSyd Y2RSftf o0
et al. 2014). Unfortunately, no standard AR data format currently exists.

Current mAR content standardization (OGC ARML 2.0 (Lechner 2013), AR Standards
(Perey 2014), AREL (Metaio 2014) and X3D AR (SRC WG 2013)adidresx the
problem of a common content model for a consistent mapping and management of
heterogeneous content from different data sources, because they only focus on a
data format for visual presentation of mAR content. Therefore, research for such a
comnon data exchange format is necessary and different available data formats
have to be investigated to develop such a common data exchange format.

Another challenge is the integration of spatial data, its combination with additional
data, and the subsequemfeneration of appropriate 3D structures. Most promising is
the XMl-based OGC standard CityGML as such a mAR data exchange format. Hereby,
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the spatial data objects (as connecting elements of the real environment as well as

the augmentation) could be mappedith its structure, geometry and semantic in

F LILINR LINR F GS adNHzOGdzNBa 2F GKS adlyREFENR /A
transformed in an appropriate 3D structure: mapping of the actual geometry (e.g. for

building); representation be (realistic) mpols (e.g. vegetation); approximation by

extrusions. These information can be combined with other spatial data (e.g.
aerophoto for texturing), so that from the existing spatial data sets result
comprehensive descriptions for the mAR Scenes.

The use of te standards CityGML probably enabtebesides the mapping of the
geometriesg also the preservation of the structure of the objects and the mapping
of the semantic, which can be used as a basis for the subsequent scene authoring.
The building of the 3D wictures will take place rulbased, c.f. to the greatest
possible extent automatically.

3.2.3.Generation,provision andrendering of mARJata

The information provided to the citizen about the individual risk at a certain location
can be static (maps, crime sistics) or dynamic/realime (current events,
conditions). As relevant data (e.g. rdémhe crime maps, flood risk maps) can be
complex geometries, existing approaches of web services for data generation,
provision and rendering for mAR on mobile devicBslimpasakis et al. 2010) are
made for static data and are based on caching (e.g. tile map services, TMS), which
are too inflexible in dynamic danger situations (storage use, performance, user
experience UX).

A challenge is to provide dynamic complex mAd&adin realtime. The main
approach will be to develop a dynamic, clebased, OGC conform Web Processing
Service (WPS) within the existing holgAR content platform (Fklittesvski et al.
2012), (Fuchgittowski et al. 2014) for providing data necessahattuses clipping

to reduce the complexity of a polygon (e.g. risk map). By clipping, a specific area is
cut out of a risk map to create a smaller map (a less complex geometry with less data
to process). This way, the generated geometry is small enoudie teendered on
demand dynamically. In addition, outsourcing resource intensive tasks to the cloud
(e.g. Google App Engine) (Huang et al. 2014), (Manweiler 2014) will be used to
ensure a high performance, reliable and robust system in case of a disastae wh
large number of requests are expected.

3.2.4.Researchdirections

During the design of the City.Risks mobile application, we direct our research to new
and vibrant topics related to the use of augmented reality in security solutions.

Development of a mAR da description language (mAR content modeAs a basis

for a consistent, neutral representation of spatial content from different data
sources in different formats a mAR content description language will be developed.
This consistent data model also eneblthe generation of different export formats
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ranging from simple formats (e.g. points of interest) to complex objects (2D area, 3D
structures etc.), e.g. AREL for presentation in AR browsers. The technical basis will be
the XMLbased standard CityGML, whiis well established in the world of spatial
data and will be investigated and probably used in the projeatticularly, CityGML
provides a good basis for the description of geometries and semantic andssa
generic language extensible, e.g. foflood, crime and other risks.

Development ofmAR dynamic, cloudbased WPSDevelopment of a dynamic, high
performance, clouébased, OGC conform Web Processing Service (WPS) for the
generation and provision of dynamic mAR representations intreed. It wil use
techniques like clipping to render a complex geometry (e.g. a risk map) on demand
dynamically, and will be implemented as a cloud service to ensure a high
performance, reliable and robust system in case of a risk, where a large number of
requests ae expected.

Development of an user interaction concept for spatial mAR conteAn
interaction concept for spatial MAR content will be developed and implemetaded
present actual risk information as mAR in the camera view of the mobile device in
the contex of reality and allow the users to interact with it. It will provide users of
the mobile app the possibility to interact with the virtual, augmented objects
presented as AR, e.g. add information, update objects or create new objects.

3.3. Risks Managementand Operation Genter

In the City.Risks project, the risk management and operation center form the
command and control center. These systems are triggered when citizens transmit
information from a scene or the sensirased theft detection module reports stolen

objects. Further they are used for monitoring of crime incidents and visualization of
AYTF2NXYEFEGA2Y  FNRBY AG3INRPdzyR NBLIR2NILISNEE ® CdzNI
models are made based on the incoming data. An operation manager will have

access to all thecombined components in order to manage and control the

processes.

3.3.1.Riskmanagement

Risk management can be seen as the super ordinate term behind crisis management,
disaster management, emergency management, conflict management, and incident
managementRisk management provides the broadest context of warning systems.
(UNISDR Hnnd0v RSTAYSa mildaging thevuhogrtaiBtdty @igindize | & &
potential harm and logs ® ¢ K S of tisk fana@nterft is to develop a strategy

as a measure for reducingsk. Important aspects of risk management such as risk
and vulnerability analysis could be found as constituting elementsisis warning
systems. The use of the term warning system in the context of risk management is to
monitor indicators and alertig within smaller scaleystems such as for road safety
(Banks et al. 2009), business logistics, or IT systhoss on risks that cannot be
assigned to more specific management domains.
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The risk management system reacts when sensors or citizens transmiata. The
different information like pictures, videos, notes and theft detection messages are
analyzed. An alarm manager wilketihreact on he data. (Hollifield and HabiRi010)
developed seven steps to alarm management. Further, risk assessment igalone
identify in advance what could happen and how to react. The Urban Risk
AssessmenfURA) is a study done Rickson et al2012) and analyses disaster and
climate risks in cities. They present a flexible approacas&ess the risks. (Shi et al.
2006)looked at the urban risks especially in China.

Recent research in the field of risk, disaster and emergency management has
proposed reference architectures for the open composition of risk management
systems based on Software as a ser{8®A) principleand proven concepts (e.g.,

the concepts from the prects ORCHESTRA, OASIS and Bads€n et al005),
SANY (Havlik et al. 2006) or INSPIRE (Florczyk et glL. 2009

Often the operation center is seen as a part of the risk management, but it could also
be seen aseparatepart working together with the risk management.

3.3.2.Operationcenter

The operation center and risk management system is a physical or virtual facility site
from which response teams exercise reaction and control in an emergency case,
disager or security incident. In a citgifferent providers take care of the security of
the citizens such as the fire brigade, police department or health care services.
Further there exist operation centers for critical infrastructures, like energy supplier
or transport services. All in common monitoring, coordination and managing are the
main tasks for an operation center. They work for daily threats, natural disasters, in
case of defense or civil protectiorCurrent researchis clearly directed to an
operation center thatoffers situation awareness over the whole city andrallated
aspecs. This direction is driven by the smart city concept.

Smart City Operation CenterddVith more and more people living in a city, new
requirements arise to respond also to crime situations. For exanN#& York City
reduced crime by 27% with a centralized location of information and a 914ineal
dashboard providing emergency needs atsdresources (Washburn et. al 2009). The
Cisco Smart+Connected City Operations Center also offers Integrated Control, Input
collection, transmission and distribution as well as mdisplay operation (Cisco,
2015). The IBM Intelligent Operation Centrebislt for cities and communities to
integrate systems and information sources, tools for communication anavodking

and analysis and visualization (IBM, 2012).

(Naphade et al. 2011describe thesmart cities and their future challenges. Public
safety & one key factor besides education, healthcare, transportation and others.
The operation center of Rio is described as an example of an integrated information
space. As seen irigure 3.1, they include dynamic information from weather
sensors, video surd&nce and others and combine them with GIS data to support
the crisis and transportation management. For the futumere services should be
connected to the system in order to have a clo$edp system.
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Figure3.1: Rio de Janei@ Operations Centafter (Naphade et al. 2011)

3.3.3.Simulation andvisualization ofcrime andrisks

A key requirement of the operation center is to quickly get an overview about all
incidents and informationThis is supported by simulation and visualizatidra
visualize crime r&d risks, crime mapping is done. On the basis of Geographic
Information Systems (GIS) and temporal aspects, it is possible to localize and analyze
all incidents. Originally used by criminologists to combine all available data to one
case, it could also based to map specific information from different cases. Hot
spots of crime could be visualized in order to identify areas of risk. Two different
aspects have to be considered for the visualization, the geographic areas looked at
and the color used(Harries1999) suggested the usage of point, lines or polygons.
Points represent exact places with addresses or street corners, lines represent
streets and paths, which could be straight, bent or curved and polygons represent
neighborhoods as a bigger area in ty.cio visualize the density of incider{isck et

al. 2005) presented the usage of graduated dots so that the size represents the
number of crimes. Further they proposed to use color gradient dots to visualize
nuances for example a coloring from red tolgel.

(Boulos et al. 201luse crowdsource data from Twitter and Wikipedia to compose
a 3Dvisualization or outdoor surveillance data in réiahe. Sensor data and citizens
reports are combinedor the team of professionals to react in the operation cante
In Figure3.2,the architecture using the data for the visualization is shown.
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Figure3.2: Common Scents technical architectaker (Boulos et al. 2011)

3.3.4.Researchdirections

The City.Risks platform will follow the resent research directions and integrate
different components, usually built as autonomous patts work as one system.
Important parts are the communication between the single functions, data
messaging as well astddformats and protocols have to correspand

The operation center will allow the operator to have an overview of all incidents and
threats in order to respond to them. A visualization tool will provide all the
information on a map in order to comprehendetm quickly and calculate the
situation. Also the usage of social media and the possibility of the communication
between the operator and the citizen is a new field. The patrticipation is essential for
the operator to get details of the situation. The degisimaking process is enhanced
by the risk management and tr@mulation platform.
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4. Data Management

This section overviewhie most important work from the literaturéhat is related to
the Data Management layer of the City.Risks platfovwte describe reent advances
in data acquisition andmining, query processing privacy and anonymization data

analytics androute planning Furthermore, wepinpoint gapsand challenges in
currentwork, and outlinespecific research directiortbat will be explored within the
scope ofthe City.Riskgroject.

4.1. DataAcquisition andMining

TheCity.Riskplatform must facilitatedecision support and data analytics taskish
the focus m security andthe reduction of the fear of crime. In order &ffectively
complete this tak, the exploitation of data from multiple sourceshat describe the
urban settingis necessary To that end,City.Riskswill not only utilze standard
datasets, such asfficial demographiadata or police crime reports but wil also
focus on theintegration of data from additional sourcesuch as the web or the
socialmedia in order to enhance our understanding @ime related informationin
urban envirmments.

4.1.1.Mining the socialmedia

Social networks have gained significant attention over the past few years. They have
attracted a worldwide user base that exchanges vast amounts of information while
communicating, sharing thoughts and describing real world happenings. Twitter
(Kwak et al.2010) in particular has been in the forefront of such activity, attracting
also significant research interest. The open access to Twitter data and #snneal
nature makes information sharing instafithese characteristics have directed a large
part of the research immining the social medito focus primarily onTwitter data.

Most of these approaches can be utilized with respect to similar data from different
sources Hfectively mining Twitter data (Bontcheva et al., 2012) can lead to valuable
information about realworld phenomena, such as reabrld emergencies. Recent
works include the usage of Twitter for crisis management (Cameron et al., 2012) and
analysis of information diffusion in the case of natural disasters (Mendoza et al.,
2010).

Mining Twitter data is more challenging compared to extracting meaningful
information from extensive, structured text usually found in news reports. Tweets
have limited size, restricted to 140 characters. Such -gseerated content is
usually noisy, and has no posed structure, often characterized by informal
language and syntax, as well as extensive use of abbreviations, special characters
and emoticons. In addition, its worldwide user base results in multilingual content.
To overcome these issuemultiple methods have been proposed (Bontcheva et al.,
2012). Natural Language Processing (NLPMachineLearning(ML) methods have
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been employed to analyze the content, ontologies have been developed to
represent semantics, and graph theoretic methods have beenl tseanalyze the
structure of the network formed by the Twitter users and their relations.

4.1.2. Sentimentanalysis

Sentiment Analysisand Opinion Mining (Dave et al.,, 2003) is the process of

identifying and extracting subjective information. Using sentiment analysis, one can
Y2YAG2N) 6KIFG LIS2LX S KFEGS Ay YAYR Ay GSNY
Gy SdziNF¥ £ ¢ 0 6KSYy (KSject. N FisSchchmordy adhievéd g OA T A O
analyzing text and measuring the sentiment for the given text snippet using NLP
techniques.

One interesting ongoing research direction is the enhancemestmiiment analysis
techniques in order to detect moods and enwis in tweet content. For example,
(Bollen et al., 2011) mines the public sentiment (positive / negative) and mood
(calm, alert, sure, vital, kind, happy) from tweet feeds, and investigates the
effectiveness of such information towards predicting stockrkea valuations.
Another recent work (Lansdallelfare et al., 2012) applies standard mood detection
methods from (Strapparava and Valitutti, 2004) to detect sentiments (joy, fear,
anger, sadness), and correlates public mood patterns in the UK to detecidme
events such as Christmas and Halloween, and public events such as riots and the
announcement of cuts in public spending.

4.1.3.Eventdetection

As mentioned abovehe realtime nature of Twitter allows the instant propagation
of information about realworld events as they happen. This characteristic allows
Twitter users to be more responsive in diffusing information about -veadd
happenings than curated news feeds or other social media.

Event detection from Twitter data has attracted attention recenthne of the most
influential works is that of Takaki et. al (2010), which focuses on the detection of
earthquakes. Twitter users are considered as sensors, and tweets as sensory
information, reducing the event detection problem to object detection ancatmmn
estimation. By using machine learning techniques, tweets that are relevant to
earthquake events are identified. Then, the content of tweets, as well as geo
location information is employed to detect and locate events.

Twitter data have been also engyled in order to detect crime and disaster related
events. In (Rui et al., 2012), a classifier determines if a tweet is related to such an
event. The approach is based on a set of rules that outline crawling strategies for the
detection of relevant tweetswhich are refined iteratively. Apart from the text of a
tweet, other features, such as links in the content, serve as input to a classifier.
Location prediction is based on the fusion of information extracted from the Twitter
graph, as well as the knowlgd gathered from past tweets and-teeets.
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Gerber (2014) utilizes twitter data and kernel density estimation in order to predict
crime. The output of twitterspecific linguistic analysis in combination with statistical
topic modeling is used to generatalditional inputs for a crime prediction model.
The author presents experimental results indicating that, ¥®rout of the 25 types

of crime, the addition of the Twitter data input increased the performance of the
crime predicting method compared to a stdard kernel density estimation based
method.

Weng and Lee (2012) construct signals for individual words by applying wavelet
analysis. Trivial words are filtered out according to their corresponding signal auto
correlations. Events are detected by clustegrithe remaining words using a
modularity-based graph partitioning technique.

Becker et al. (2011) analyze the stream of Twitter messages with the purpose of
detecting which messages refer to reabrld events, and do not refer to Twitter
centric trendingtopics. Their approach relies on clustering of tweets that are
topically similar.

Contrary to most works on event detection that focus on large scale public events,
Agarwal et al. (2012) investigate the detection of events of local importance that are
uswally sparsely reported. Their approach is based on adigp process, where
supervised classification is employed to detect relevant tweets, and NLP is applied to
analyze tweet content.

Recent work by Nathan Kallus (2014) investigates the quality ofefw@ta towards

the prediction of events. Ofthe-shelf NLP tools are used for the processes of event,
entity and time extraction. A case study of this approach is the prediction of protests
in a country and city level. Precision is evaluated ag&wsit extraction performed

by workers on Amazon Mechanical Turk.

4.1.4.Eventsummarization

Apart from the detection of events, other works are focused on the summarization
of known events based on data mined from Twitter. Chakrabarti and Punera use
tweets to summade sporting events. They formalize the problem of summarizing
events using tweets, and propose a solution based on learning the underlying hidden
state representation of events using Hidden Markov Models.

In order to utilize information from a plethora afources to better detect and
summarize realorld events, recent works focus on the fusion of data retrieved
from multiple social media. This requires the aggregation of different types of
content, such as text, images and video. (Becker et al., 2012binem precision
oriented and recalbriented query generation techniques to associate content from
different social media with events, and as a result utilize content extracted from one
social media site in order to enhance the detection of events in ofloeral media
sites. Their methods have been applied to detect information from Twitter, Flickr
and Youtube.
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4.1.5.Geocoding

Spatial location is an important aspect of rearld events, which may be crucial in
the decision support process. To that end, multin@egeotagging is an important for

a variety of applications (Luo et al., 2011). With respect to the City.Risks domain, the
detection of crime events is incomplete in the absence of information about the
spatial location that the criminal activities tookagk.

Usually web documents are not associated with spatial coordinates. Even with
respect to platforms that allow the geolocation of documents on creation using GPS
coordinates, only a small fraction of the users utilize this feature. For instance, only
0.77 percent of public tweets include GPS coording&s=smiocast, 201)2

The task of automatic document geolocation involves the resolution of spatial
locations described within textual descriptions. This process is usually achieved by
extracting spatial amed entities from a document and assigning spatial coordinates
to these entities using a gazetteer. Domain specific applications utilize additional
heuristics in order to increase the process effectiveness.

NewsStandTeitler et al., 200Bmonitors,collects and displays news stories in a map
interface. A custom geotagger is used in order to obtain location coordinates
associated with the articles, which are clustered in an online manner.

TwitterStand (Sankaranarayanan et al., 2008)ects tweets rtated to breaking
news, cluster them and distribute them to offer an online news delivery service. One
of the tasks performed byfwitterStand is geotaggins tweets. For this task, tweet
text, combined with any articles linked from the tweet, is used, injgoation with
tweet metadata, such as the location of the user that created the tweet.

Serdyukov et al (2009) present a method for ngomatic placing of Flickr photos

on the world map. Their approach estimates a language model by analysing the
textual annotations that are commonly used to describe images taken at particular

locations. An external database of locations is also used in order to improve
efficiency.

Recent works research how supervised learning techniques can be used to increase
the geolocdéion effectiveness. Wing, B. P., & Baldridge (2011) predict document
locations in the context of geodesic grids of different degrees of resolution.
Lieberman and Samet (2012) propose a method method baseablaptive context
features, which takes into comer a window of context around toponyms to
increase the effectiveness of the toponym resolution task.

4.1.6.Researchlirections

Twitter data have been utilized for event detection and summarization from
different domains such as sporting events, earthquakdsct®mns, etc. However,
there is limited work on the detection and information gatherirggardingcrime
related incidents.
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Most of the works focusing on event detection have been investigating the use of
Twitter data for the detection and summarization l#rgescale events of global
significance. Such events are usually related to a large number of relevant tweets.
On the contrary, there has been limited attention to localized events, which may
only be significant to a small subset of the overall Twithser base. An open
challenge remains the application of prominent event detection approaches to
detect, gather information and summarize localized events, such as events related to
criminal activity.

The lack of structure in tweets does not always alldwe efficient extraction of
semantic information. Statef-the-art approaches may be augmented with domain
specific and ontological knowledge in order to accomplish better extraction of
semantic knowledge related to the detection and summarization of camand
anomalous activity. To this end, advanced sentiment analysis methods can be
employed, in order to increase criminal and anomalous event detection accuracy by
analyzing the mood of Twitter users, implicitly entailed within tweets.

Data aggregationelies heavily on the specific domain and data. Towards this end,
information mining for crime related incidents and anomalous events must
aggregate information retrieved from Twitter feeds with information that has been
the product of public reporting obtaed through other sources, such as relevant
mobile applications. An open question is how techniques for mining text and Twitter
content can be adapted to accommodate public reporting.

Finally, another important issue is the fusion of ewveglated information from
multiple information formats. Eventelated information can be found not only in
Tweets, but also in images and videos. Techniques for the aggregation of social
media content in different formats must be adapted for the purposes of crime a
anomalous event detection.

4.2.Quely Processing

This sectionreviews recent literature on spatial, temporal and textual query
processing and related problems that can be employed or extended within the scope
of City.RisksOur analysis focuses dechniques from the literature thawill provide

the necessaryfoundation for the data analytics tasks that wille offered by the
platform.

4.2.1.ldentifying andrankinglocations andareas ofinterest

One of the core functionalities and services of the City.Rtkt$orm is to collect

and analyse crime related data, in conjunction with other available data (maps,
RSY23INI LIKAOCAZ SGO®OXET Ay 2NRSNJ 42 ARSydGATeE:
These refer to locations that are characterised by high rates ofoomeore types of

criminal activity. From a geographical perspective, they may come in the form of

different shapes, i.e. points (e.g., a single location, such as an ATM), lines (e.g., a dark

alley) or polygons (e.g., a park or a neighbourhood). The systeanthen use this
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information to increase the feeling of safety of citizens by allowing them, for
example, to be informed about and to avoid high risk spots nearby their location or
within an area they wish to visit.

To that end, it is possible to expland adapt methods for extracting and ranking
points and areas of interest. The latter is a research direction that has attracted a lot
of interest in the recent years, due to the increasing importance and demand for
locationbased services and the widespik use of locatiofbased social networks.
Although studied in a typically different context, e.g. finding attractive places for
tourists or ranking locations offering certain services, the underlying concepts and
techniques can be adapted and extended fextracting and analysing crime
hotspots. Thus, in what follows, we review related work in the topic of identifying
and ranking points of interest (POI) and areas of interest (AOI).

Facing the increasing demand for services providing location search and
recommendations, numerous works have focused on discovering and ranking points
or areas of interest. Various definitions and criteria have been used for this purpose.
The main differences involve the following aspects: (a) whether the focus is on single
POlsor whole areas; (b) whether the problem involves nearby search around a given
guery location or rather browsing and exploration within a whole area; (c) whether

the aim is to maximize the number or the total score (e.g. relevance or importance)
of the POlnclosed in the discovered area or to minimize some cost function (e.qg.

distance or travel time) on a set of POIs that suffice for covering the query keywords.

The majority of existing works focus on the ranking of single POls. In particular,
location-aware top-k text retrieval queries have been studied by Cong et al. (2009).
Given the user location and a set of keywords, this query returns thektB®ls
ranked according to both their spatial proximity and their textual relevance to the
guery. For the eftient evaluation of such queries, a hybrid indexing approach was
proposed, integrating the inverted file for text retrieval and thdr&e for spatial
proximity querying. Further variations of spatextual queries and indexes have
been extensively studd (see Chen et al. (2013) for a comprehensive survey}kTop
spatial keyword queries have also been studied by Ragday A 2 NJ | Y R b DN 3
but with distances being calculated on the road network instead of the Euclidean
space. In our case, the keywardppearing in the query could correspond to certain
crime types or other terms found within the description associated to crime
incidents, thus allowing to search for high risk locations with respect to certain types
of crime incidents.

A different perspetive for ranking POIls was followed by Cao et al. (2010). In that
setting, the importance of a POI takes into account the presence of other relevant
nearby POls. Still, the result set of the query is a ranked list of single POIls. This is
particularly usefli in our scenarios, since the presence of many nearby crime
hotspots is certainly a factor indicating higher risk.

A different type of queries, involving sets of spagxtual objects, has been
investigated by Cao et al. (2011) and Zhang et al. (2009id setting, the query
specifies a set of keywords, and optionally a user location, and the goal is to identify
sets of POIs that collectively satisfy the query keywords while minimizing the
maximum distance or the sum of distances between each othertarthe query.
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This type of queries can be used, for example, to find nearby locations that combine
different types of crime incidents, thus identifying potentially interesting patterns
and correlations.

More recently, other works have focused on discangrregions of interest with
respect to a specified category or set of keywords, where the importance of a region
is determined based on the number or the total weight of relevant POls it contains.
Lamprianidis et al. (2014) have presented a workflow fillecting and integrating
POIs from several Web sources, and then applying debaggd clustering to
identify regions with high concentration of POIs of certain categories. A method for
extracting scenic routes from geotagged photos uploaded on sitds asi¢-lickr and
Panoramio has been presented by Alivand and Hochmair (2013). Discovering and
recommending regions of interest based on ugenerated data has also been
addressed by Laptev et al. (2014). The quality of a recommended area is determined
basal on the portion of the contained POIs that can be visited within a given time
budget. Other variations of queries for discovering interesting regions include the
subjectoriented topk hot region query, proposed by Liu et al. (2011), and the
maximizing rage sum query, proposed by Choi et al. (2014). In these settings, the
region is defined by a rectangle or circle with a maximum size constraint, and the
goal is to maximize the score of the relevant POls contained in it. Furthermore, Cao
et al. (2014) propsed the lengtkconstrained maximursum region query. Given a

set of POls in an area and a set of keywords, this query computes a region that does
not exceed a given size constraint and that maximizes the score of the contained
POIs that match the query Weords. The query assumes an underlying road
network, in which the POls are included as additional vertices, and the returned
region has the form of a connected subgraph of this network with arbitrary shape.
The problem is shown to be Nfard, and approximation algorithms are proposed.

The above works extend and generalise the problem of extracting and ranking POls
to the case of AOIs. Thus, these techniques can be exploited and adapted for mining
regions (e.g. neighbourhoods) that are characterised by tagtsity of certain types

of crime incidents.

Finally, in a different line of research, other works have applied probabilistic topic
modelling on usegenerated spatidextual data and events to associate urban areas
with topics and patterns of user mohyiand behaviour (see Kling and Pozdkioov
(2012) and Ferrari et al2011). This is an interesting and promising direction
towards relating crime hotspots with information about user mobility, topics and
patterns.

4.2.2.Queries withspatial, temporal andtextual filtering

One of the main functionalities of the data management layer of the City.Risks
platform is the efficient evaluation of queries that include spatial, temporal and/or
textual filtering. Several specialized indexes have been proposed interaure for

such types of queries, typically involving complex, hybrid data structures for
combining two or even all three of the aforementioned dimensions. Next, we review
related work in this area, addressing each case separately.
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4.2.2.1. Spatiestemporal queres

Several approaches have been proposed for efficient indexing and querying of
moving objects. A comprehensive survey of sp#&timporal access methods is
provided by Mokbel et al. (2003) and Nguyemh et al. (2010). Existing indexes are
categorized aawrding to whether they index past, current or future positions of
moving objects (or combining all three).

Here, we mainly focus on the first category, namely, indexing the past positions of
moving objects. In the City.Risks platform this can be usedX@ample, to find theft
detection sensors that have been located within a certain area during a specified
time interval.

One of the main approaches in this category is SETI (Chakka et al. (2003)). SETI
employs a twedevel index structure to handle the spati and the temporal
dimensions. The spatial dimension is partitioned into static, -oeerlapping
partitions. Then, for each partition, a sparse index is built on the temporal
dimension. Thus, one main advantage of SETI is that it can be built on top of an
existing spatial index, such as artr&. Furthermore, an ¥memory structure is
used to speed up insertions. Queries are evaluated by first performing spatial
filtering and then temporal filtering. That is, first, the candidate cells, i.e. those
overlaping with the spatial range in the query, are selected. Then, for each cell, the
temporal index is used to retrieve those disk pages whose timespans overlap with
the temporal range in the query. Query execution concludes with a refinement step,
to filter out candidates, and (if trajectories are desired as the output) a duplicate
elimination step, to filter out segments that belong to the same trajectory. A similar
approach is followed also by the MT88e (Zhou et al. (2005)) and the GCi&de
(Wang et al(2008)), which, as in SETI, partition the space into disjoint cells but differ
in the type of temporal index maintained for each cell.

An alternative approach is followed by the -B8e (Ni and Ravishankar (2005)),
which instead divides first the tempordimension into disjoint time intervals. Then,

the trajectory of each object is split into a series of segments, according to these
time intervals. Each segment is approximated with a single continuous Chebyshev
polynomial and a tweevel index is used tmndex these approximated trajectory
segments within each time interval.

In a different direction, spatitemporal indexes have also been proposed for
AYRSEAY3 202S00Ga Y20Ay3a Ay | FAESR ySis2N]
(2005) and Le and Niclsam (2008)) or in symbolic indoor spaces (Jensen gt al.

2009.

4.2.2.2. Spatictextual queries

Spatiotextual queries have received a lot of attention over the past years due to the
increasing interest and use of locatiyased services and social networks. These
involve keyworebased search for points of interest and retrieval of geotagged
documents, web pages, photos, microblogs, news, etc. The main focus has been on
combining spatial and text indexes to efficiently support queries involving both
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criteria. A compehensive survey and comparison of existing approaches is provided
by Chen et al. (2013).

Essentially, the indexes proposed by these approaches are hybrid structures
comprising a spatial indexing part and a text indexing part. The former is typically
basedon an Ritree, grid or space filling curve, while the latter can be an inverted file
or a bitmap. Thus, several indexes have been proposed employing different
combinations of these options. A main difference is also whether the combination
follows a textfirst or a spatiafirst approach, as investigated by Christoforaki et al.
(2011). In the first case, for example, the figwel index can be an inverted file, in
which the postings in each inverted list are indexed by &are® instead, in the
second casethe toplevel index can be an-tRee, with inverted files attached to
each leaf node. Characteristic examples are thR*#ee and the Ritree-IF (Zhou

et al. (2005)). A further difference is how loosely or tightly the two structures are
combined. Forexample, another index structure that is based on th&rd® and
inverted files, but combines them more tightly, is the KR (Hariharan et al.
(2007)). The KRffee maintains an inverted indelke structure, called KRttee List,

that, for each keywat, keeps a list of nodes in the e that have the keyword.
Each leaf node additionally contains inverted lists that index the keywords appearing
in the objects under the node.

Several similar variants exist (e.g. therée by Wu et al. (2008)). Invied files have
also been combined with grid (Vaid et al. (2005)) and space filling curves éCalen
(2006) and Christoforaki et al. (2011)).

In the City.Risks platform, investigating such types of hybrid index structures is an
interesting direction forefficiently evaluating queries that involve, for example,
finding nearby locations where crime incidents of certain types or characterized by
certain terms have occurred.

4.2.2.3. Spatietemporaktextual queries

Finally, driven by the growing amount of Web datantaining both timestamps and
spatial footprints, the need for combining keyword search with spatial and temporal
filtering has been recognized. Nepomnyachiy et al. (2014) have proposed an index
that is based on a shallowtRee, combined with an invertethdex at each leaf node

to index the terms of the contained documents. In addition, to deal with the
temporal dimension, the original document ids are replaced with new ids that are
assigned to documents chronologically, thus facilitating the retrievaloociments
within a given temporal range.

Keyword search on trajectories has been studied by Cong et al. (2012). Each
trajectory consists of a sequence of geospatial locations associated with textual
descriptions. Then, given a location and a set of kegw/athe goal is to find the tep

k trajectories whose text descriptions cover the given keywords and have the
minimum distance to the given location. The proposed method is based on a hybrid
index, called cekeyword conscious Btree, which enables simwheous
application of both spatial proximity and keyword matching.

6 /AledodwArala /2yaz2NlAdzy 0




City.Risks Deliverable 2.1

In a different direction, the problem of continuously moving fopjueries over
spatiotextual data has been addressed by Wu et al. (2013). The focus is on
computing safe zones that guaraa correct results at any time and that aim to
optimize the serveside computation as well as the communication between the
server and the client. Finally, the query studied by Skovsgaard et al. (2014) returns
the top-k most frequent terms in a given spatemporal range. The proposed
technique is based on extending existing frequent item counting techniques to
adaptively maintain the most frequent items at various spatial and temporal
granularities.

4.2.3.Researchdirections

In the City.Risks platform, it &n interesting and challenging research direction to
exploit, adapt and extend such index structures to efficiently manage, search and
analyse crime related data and other information involving spatial, temporal and
textual attributes.The aim of this pragss ison the one hando efficiently utilise
state-of-the-art indexes in order to allow the efficient treatment cdbmplex queries

on crime data that will be useful to the goe of the City.Risks project, while on the
other hand to effectively adopt thesmethods based on thearticular structure of
crime related data and queries in order to further increase their efficiency in
answeringthese particular queries.

4.3. Privacyand Anonymization

4.3.1.Privacy issues and anonymization techniques

With the increasinglwidespread use of GPS enabled devices and other positioning
technologies, it has become possible for a variety of applications to track the
movement of various types of objects, including vehicles, animals and humans. This
opens up new capabilities and opgunities for analysing the behaviour of those
entities and extracting useful knowledge and patters.

In City.Risks, tracking the location/and or movement of users is relevant for several
envisaged services of the platform, such as providing warningsaderts about
nearby crime hotspots or incidents, recommending safe routes, finding witnesses for
an ongoing or past event, etc. However, at the same time, significant privacy
concerns are raised, since movement tracking may reveal sensitive information
abaut individuals. In what follows, we describe the problem and we provide an
overview of the stateof-the-art in anonymization techniques for movement tracking
data. This will offer a basis for addressing any privacy issues concerning such kind of
data to beused in the City.Risks platform.

The issue of data privacy is not specific to location tracking data; in fact, it comes up
and has been investigated in several domains that involve publishing microdata, such
as customer data or health records. On the draad, publishing such data is desired
and highly valuable since it offers the potential to extract valuable knowledge; on

6 /AGedwAala / 2yaz2Nladzy e



City.Risks Deliverable 2.1

the other hand, it entails the risk of privacy breach by accidentally revealing sensitive
information. Simply removing explicit idefiéirs, such as names and social security
numbers, is not sufficient. A characteristic example was presented by Sweeney
(2002), where the medical records of the governor of Massachusetts were revealed
by combining gender, date of birth, anddigit zip codeinformation from voter
registration records and a previously -tkentified dataset with medical records
published by an insurance company. This shows that combining a set of attributes,
NBEFSNNBR -fRSY @A Tl Sindedtlied darbBel withotheR Rublicly
available data can still reveal sensitive personal information which was initially to be
protected.

To address this problem, the concept eakonymity has been proposed (Samarati,
2001; Sweeney, 2002). This is a data privacy guaranteejrirggy that for each
individual there exist at least-k other individuals having the same values for the
attributes recognised as quasientifiers. In other words, this guarantees that each
AYRAGARdzZI £ A &1 dihérs. R&v&tyfetess) aplvgbieach still exists if

all k individuals within such a group have the same value for the sensitive attribute
(e.g. the same disease). In that case, the sensitive information is still disclosed, even
though the exact individual cannot be identified. To dewth this, a further
guarantee, referred to as-diversity, has been proposed (Machanavajjhala et al,
2007; Xiao et al. 2010). This guarantee requires that within the same group of
individuals there should be at least | different values for the sensdtitrédute.

Although these concepts and techniques are also relevant when dealing with
location and movement data, they are not sufficient to protect privacy. When a
series of locations is available for a user, exploiting spatial and temporal correlations
may still reveal sensitive information, even though partial anonymity guarantees
may have been applied. Thus, a specific part of research has focused on privacy
protection for this specific type of data.

In particular, two broad scenarios can be identifiekthe first involves continuous
locationbased services, where a mobile user reports its locatjperiodically or on
demand; in order to receive certain information or services. The second involves
privacy protection for historical trajectories. Next, weiefly present the main
techniques that have been proposed for each case (for a more detailed survey, see
Chow and Mokbel, 2011).

For the first category, the main techniques that have been proposed in the literature
include spatial cloaking (Mokbel et &@p06), mix zones (Beresford and Stajano,
2003), path confusion (Hoh et al., 2010) and dummy trajectories (Kido et al., 2005).

Spatial cloaking is a technique that was also proposed for snapshot lotetssu
services. The main idea in this approach igt§ A RS ¢ S| OK dza SNJ Ay
region that guarantees -kBnonymity. The approach is extended in the case of
continuous locatiorbased services, where two main techniques can be further
distinguished, namely groupased and distortiofbased. The ksic idea is that,
before issuing a query, a user forms a group wih &ther nearby users, and the
spatial region containing this group is used instead of the specific location of that
user; then, at subsequent queries, the cloaked regions is updatetllit;mslude the
group members. The distortiebased approach improves upon the grebased one
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by considering also movement direction and velocity in order to optimise the
selection of the cloaked spatial regions.

Mix zones are spatial regions, for whitte following apply: (a) when a user enters a
mix zone, it is assigned a new identifier, and (b) while the user remains in the mix
zone, it does not send any location information. By appropriately selecting the mix
zones, it is guaranteed that a user theatits from a mix zone cannot be distinguished
from any other user that was also within the same mix zone at that time.

Path confusion is a technique aimed at avoiding the linking of consecutive locations
to individual users by attacks referred to as targacking (Gruteser and Hoh, 2005).
Finally, in the dummy trajectories approach, the idea is to generate and include
some fake location trajectories in order to hide the real trajectory of the user.

For the second category, involving privacy protectiorhistorical trajectories, two
main types of techniques can be identified, clustedraged (Abul et al., 2008) and
generalisatiorbased (Nergiz et al., 2009). Compared to the case of continuous
locationbased services described above, the main differeneee his that the
complete trajectory of each individual user or object is known in advance. In the
clusteringbased approach, the basic idea is to cluster together k trajectories that are
both spatially and temporally close in order to form an anonymizedregpate
trajectory. In the generalizatichased approach, the algorithm works in two steps.
In the first step (anonymization), each initial trajectory is anonymized as a sequence
of k-anonymized regions. Then, in the second step (reconstruction), nevwctoaies

are reconstructed from the generalized ones by uniformly selecting k points for each
anonymized region and then using one of them to form a trajectory linking the
respective regions.

4.3.2.Researchdirections

During the design of the City.Risks platfoamd services, we will investigate how
such techniques can be exploited and adapted to provide privacy protection when
dealing with location and movement data. Nevertheless, our topmost priority will be
to alleviate, as much as possible, such issues. Toahd, we will leverage the
increased capabilities of modern smart phones in order to perfauwhenever
possible locatiorraware processing tasks on the mobile device instead of sending
location data for processing on the server. Moreover, emphasis wiiv@n on such
issues when designing the mobile applications and services, making sure that the
user is explicitly informed and can choose which information is disclosed, when and
with whom. For example, it may be possible for many scenarios to not traasmi
store the location of a user to the operation centre, but instead share it directly only
within a specified trusted network of other users, such as family or friends.

4.4. DataAnalytics

The City.Risks platform involvesethollection and management &drge volumes of
data related to crime incidents arndore generapurposeinformation describinghe
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urban areas of focus. All this information is crucial to support the decision making
tasksthat mustbe supported by the City.Risks platform.

In order to make informed decisionghe City.Risks platform must promote the
efficient communication of the information maintained within the City.Risks
databases. To achieve this, the platform mhetable toexport selected descriptive
statistics summarising thedata, thus allowing the decision makers to exploit ith
information. On top ofthis, the City.Risks data may be exploited for predictive
analysis. Such a datiive approachwill allowthe exploitation of historical data, in
order toidentify hidden pattens,which willprovide insights about futurevents

4.4.1.Mappingcrime

Spatial location is highlighted as an important characteristic related to crime
incidents (Chainey et al., 2008, Chainey and Ratcliffe, 2013). Concentration of crime
incidents to certainlocations is usually related to particular characteristics and
opportunities associated with these spatial locations.

Areas with high concentration of crime incidents are referred to as crime hotspots
(Chainey and Ratcliffe, 2013). Mappirgne incidentclusters isa vital operationfor

a variety of tasks executed by law enforcement agencies. Decision making on the
placement of patrols for instance is a crucial task tisatonsidered tdenefit from

crime hotspot mapping.

The advancement of GIS softwanas provided important tools for crime mapping
techniques (Chainey et al., 2008). The simplest form of crime mapping involves
point-mapping, where crime incidents are visualized in the form of pointa mmap.
Another early example of crime mapping mettsois the Spatial and Temporal
Analysis of Crime applications, which identifies crime clusters that are then fit to a
standard deviational ellipse.

Choropleth Mapping aggregateand visualize crime incidents with respect toa
predefined space partitioningJsually,spacepartitioning is based on administrative
area boundaries. For instancine different areas may representards or districts.

In this case, different shades of color describe the crime rate in different
adminstrative regionsAn alternative is to divide space ¢ells of equal sizdn this
case, aspatial grid is utilized in order to divide tla@ea and represent aggregated
crime volume by different shades of the cells of the grid.

According to (Eck et ak005, Chainey et al., 2008, Chainey and Ratcliffe, 2013), one
of the most suitable techniques for crime mapping is Kernel Density Estimation
(KDE). KDE is considered to offer high accuracy hotspot detection in conjunction with
high quality aesthetics. KDfits a spatial probability density function to historical
crime incident records. KDE hotspot mapping results in the visualization of smooth
surfaces describing crime densities.
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According toRatcliffe (201Q)spatictemporal crime patternsonstitute an area of
criminology that remains undeaesearched. The importance of the temporal
elements of crimds indicated by repeat and near repeat victimization phenomena.
For instance, after a burglary, not only the same but also nearby houses have a
higher iisk of been targeted, for a time period ranging from several weeks to
months.

4.4.2.Predictingcrime

(Chainey et al., 2008) investigates the predictive capabilities offered by the
aforementioned techniques. More specifically, their work researches whethert apar
from mapping and aggregating historical crime incidents, the discussed techniques
have additional predictive capabilities. The results show that KDE produced superior
results compared to other evaluated techniques in predicting future spatial patterns
of crime. Another outcome of this work is that crime type is an important factor in
the prediction of spatial patterns. In particular the predictions for street level crime
were superior to those for any other crime type. This was attributed to the
robustnes of street level crime opportunities.

Mohler et al. (2012) employselfexciting point processeto model spacdime
clustering of crime data. This work is influenced by the use ofeselting point
processes to model clustering patterns in earthquakgsseismologists, and the
perceived similarity with criminal events in terms of local and contagious spread. The
proposed method is implemented with respect to residential burglary data.

Hotspot maps describe locally relevant information. Inferences masleg these
maps are only relevant with respect to areas associated with historical information.
As a result, the knowledge displayed in these maps is local, and cannot be exploited
for different areasXueand Brown (2006) employ multiplespatial and dermagraphic
featuresto train a predictive model that can be used both in areas with no historical
data. Their approach, instead of using exclusively the spatial coordinates, utilises
features such as distances from local landmarks, such as nearest business,
demographic information such as the number of divorced individuals in the region.

4.4.3. Crimeanalyticsusing thesocialmedia

Recent work has focused on using thecial media as a source of information that
can be exploited to provide enhanced danalysisrelated to crime incidentsThe
social media offer a source of large volesrof information, which in many cases can
be exploited in a real time fashion. As a result, this alternative feed of information
may be used in conjunction with historicdata in order increase the prediction
accuracy of a system.

Wang et al. (2012nvestigate the use of Twitter messages as a source for prediction
of criminal incidents. Their approach is based on automated analysis of tweets, in
conjunction withdimensiorality reductionbased onlatent Dirichlet allocationand
prediction based onlinear modeling. The proposed methods are evaluated on the
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prediction of hitand-run crimes. The results show that their method outperforms a
baseline method that uniformly disbutes incidents across days.

As already mentioned earlieGerber (2014) examines the exploitation of tweets
with spatiotemporal attributes for the purposes of crime prediction. The proposed
method performs topic modelling in order to identify trenditigpics in a major
urban area. These topics are used in conjunction with twitterived features in
order to predict crime incidents. 25 crime types were studies. For 19 of these crime
types, the proposed methods achieved higher predictive performancen tha
standard KDE approach.

4.4.4.Crimeanalysissoftware

While there is a plethora of algorithnisr specificcrime relateddata analysis tasks
it is important to reviewthe capabilities offered by comprehensive systemsed by
crime analysts.This is ofgreat relevane to City.Risks, since it is vital that tcere

usability that is related to the tasks at harsdreproduced or extended.

CrimeStat (Levine 2015) is feee, widely-used comprehensivespatial statistics
software system for analysis of crimedated incidentsCrimeStat includes a plethora
of statistical methods for the analysis of crime data.

Spatial description algorithms that are supported by the system incétatestics for
describing the spatial distribution of incidentspatial autocorrelation and distance
analysis. CrimeStat also includes methods for hotspot analysis based on nearest
neighbours, STAC andrleans, and hotspot analysis of zones.

CrimeStat also includes a series of spatial modeling algorithms. Intepolat
performed by a singleariable kernel density estimation method and a head Bang
routine for smoothing zonal dateSpacetime clustering and analysis is also
supported. In addition, CrimeStat supportsujney to crime analysjswhich uses
crime incigents data toestimate the likely location of a serial offendefhe software
additionally offers multiple modules for regression modeling and discrete choice
modeling. CrimeStat also provides a time seneslule for crime forecastingzinally,
CrimeStatncludes methods for Crime Time Demand Modelling.

4.4.5.Researchdirections

The City.Risks platform must offer a comprehensive analytics module that allows the
level of analysis described previous sectionsin order to do so, this module must
rely onthe different information sourceshat will be exploited by City.Risk8s a
result, we willinvestigate how information from diverse sources such as police,
demographics, road network datagws articlesand social mediacan be fusedand
analysed irorder to produceactionable information.

In addition, we will focus on thurther utilisation of real time andhoisy sources of
information, such as Twitterin conjunction with historical data,for predictive
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analytics tasks related tsafety and the fear of crimé-or instancepne direction isa
classifier able to predict thiype ofan incompletely reported crime.

Depending on the size of the data sets obtained for City.Risdditional methods
may not be applicable. To this end, we wiNestigatealternative implementations
of the necessargrime data analyticsalgorithmsthat can leveragehe state-of-the-
art distributed programming model and frameworkgDean and Ghemawat, 2008,
Zaharia et al., 2000

4.5. Route Planning

One of the requirements that mudbe satisfied by he City.Riskglatform is the
efficient treatment of routing queries in road networks. Such querm® the
foundation of multiple operatiors of the system,such as organising evacuation
routes, aiding decisions on patrols and identifying reporters near areas of interest.

There have been important recent advances for the efficient treatment of routing
gueries in road networksParticular attétion has been paid to the problem of
identifying shortest paths which is the core operation behirgl/eryroute planning
task. In addition, there is a plethora of works focusing on more practical
transportation problems introducing additional constrairdad goals that must be
satisfied.

The City.Risks platform operates in an urban environment, and involves actors, such
as operational units or reporters, that mube positioned and operate in order to
alleviate potential threats. An efficient routing mol@us crucial for the treatment of
such operations. This module, apart from providing the routimgchanism must be
capable of responding to domain specific queries related to City.Risks. This section
reviews the literature on route planning and relatedoplems and discusses gaps
and challenges and research directions of relevance to City.Risks.

4.5.1. Shortestpath queries inroad networks

The core focus of route planning researcltestred aroundthe efficient treatment

of shortest path queries. Such queria® the core operations behind transportation
problems in road networksModern techniques achieve significant speedups in
calculation times, and to do so they rely on the exploitation of the fundamental
structure of road networks in combination wiidvancedpre-processing techniques.

A detailed overvievof the stateof-the-art can be found in (Bast et al., 2014).

The road network is usually maintained in the form of a directed graph. Vertices
represent junctions, whereas arcs represent road segments @dne associated with
metric weights that represent some form of traversal cost. These weights can be
static or dynamic. They usually correspond to traversal times, arc distances, energy
costs, or the combination of multiple metrics.

6 /AledodwArala /2yaz2NlAdzy —

53



City.Risks Deliverable 2.1

Given a graph represgation of a road network, route planning is performed by
computing the shortest path between a source and a target node in the given graph.
This task can be achieved by classical search algorithms, such as tkeomedll
Dijkstra algorithm. Alternativelydirected A* search can be employed using the
spatial distance between a vertex and the source vertex in order to compute a
bound on the actual shortest path distance.

Classical search algorithms can accurately identify shortest paths in gtapgh$o
not scale to realorld route planning settings. Route planning is not a trivial
problem, especially due to the size of r@@brd transportation networks Consider
for instance that the road network for Western Europe consists18000,000
vertices.

Moderntechniques build on top of classical search algorithms in two directions. First
of all, they rely on heavy preprocessing in order to shift parts of the computatien off
line, thusallowingbetter on-line response times. Secondly, the algorithms utilize the
inherent structure (hierarchical and almost planar) of road networks in order to
direct the search.

The preprocessing stage usually relies on assumptions on the dynamicity of the road
network. As a result, depending on thgarticular problem at hand, a different
technique may be preferable, sintlee different methods have different capabilities
with respectto changes in the road network connectivity or the arcs. In addition, the
size of the network and the storage constraints impose additional reqments on

the level of preprocessing. Usually, the best case falls between a purdipeon
search and the complete preomputation of the shortest path distance between all
vertices and its storage in the form of a distance matrix.

The use of spatial codinates to direct the A* search has not proven to yield
efficient results. A better alternative is ALT (Goldberg and Harrelson, 2005), an
algorithm based on A* Landmarks and the Triangle Inequality. During pre
processing, a small subset of vertices iested as Landmarks (usually 20 vertices
distributed among the graph are selected), and the distances between Landmarks
and every vertex in the graph is calculatéd query time, the triangle inequality and

the landmark distances are used to calculatewsdr bound on the distance between

a vertex reached by the A* search and the target vertex.

Another approach is the Arc Flag#lilger et al., 200P algorithm, which pre
computes information that can be used at query time in order to filter the amount of
edgesthat need to be considered during ¢hsearch. More specificallip the pre-
processing phase, the algorithm labels every arc with the vertices that are part of a
shortest path starting from this arét query time, only edges that are labelled with
the target vertex in the relevant flag set need to be examined. In order to reduce
pre-computation time and the requiredpace to store the flags graph partitioning
approach is followed. The partitioning process breaks the graph in k subsets, while
minimizing the number of border nodes between partitions. Then, arcs are labelled
with a partition if this partition contains at least one vertex that lies in a shortest
path staring from this arc.
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One of the most efficient modern approaches is the Contractidierarchies
algorithm Geisberger et al., 20)2which leverages the hierarchical structure of the
road networks. The prprocessing step initially orders the vertices in the graph
according to their significance. This is a heuristic metric that usualtybines
multiple criteriathat offer insight on the importance of a vertexith respect to
routing on the given graph Then according to this ordeng the nodes of the graph

are contracted. Every contraction step is followed by the addition of the necessary
shortcuts. Shortcuts are the arcs that need to be introduced in order to maintain all
shortest path distances after a contraction has taken pladee Preprocessing
phase results in the vertex ordering and a set of shortcuts. These areatisgery

time to speed up the search for a shortest pa#h.bidirectional version of the
Dijkstraalgorithmis used to search a graph that contains the origimakand the
shortcuts. The addition of shortcuts asserts thmtth strands of thebi-directional
Dijkstra search need to focus exclusively on traversal of vertices with increasing
significance. The two search strands intersect at the most significantxverténe
path.

An alternative approach is based on the observation that most distant enough
shortest paths pass through the same limited set of vertices. Tralwgie Routing
(Bast et al., 2007) identifies such Transit Nodes preprocessesthe distancs
among these vertices and eveoyher vertex in the graph. Using this information, a
adistant enouglé shortest path query is computed by identifying the transit nodes
that minimize the total distance sourdgyurcetiargertarget, where tource trarget are
transit nodes for source and target vertices respectively.

Hub LabellingAbraham et al., 2012, Akiba et al., 2018one of the most prominent
modern approaches. This method selects, for every vertex in the graph, a set of
vertices called its hubsh€& distances between a vertex and its hub vertices are pre
computed. Hub selection must obey the cover property. The intersection of the hubs
of every pair of vertices u, v must contain at least one vertex that falls on the
shortest path from u to v. Thehsrtest path distance between u and v is found as
the minimum distance 4n and hv, for any common hub h of u and v. Even though

in the worst casehub label sizes are impractical, the inherent structure of road
networks in combination with efficient heistics allow significant reductions on the
size of the hub label sets.

Most of the methods discussed so far can be combined in order to achieve even
higher speedups compared to the standard Dijkstra algorithm. For instance Arc Flags
have been used in conjunction with contraction hierarchies or Tra¥aite Routing.

4.5.2.Generali®d path queries

Shortest path queries are the basis for route planning in road networks. However,
realworld problems usually impose additional constraints that exceed the

computation of the shortest path distance between vertices in a graph. Current
reseach investigates how relaxations on the assumptions of the standard problem
andthe introduction ofadditional constraints modify the shortest path problem, and
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examines how proven shortest path algorithms can be used or extended in order to
efficiently treat generalised queries.

Therefore, given a novel generalised shortest path problem, such as the problems
that need to be addressed within the City.Risks platform, the questions that need to
be addressed are (i) what are the additional constraints thadht be addressed,

(i) which are the most suitable statd#-the-art methods for the given problems, and

(i) which modifications must be made to the selected techniques in order to
efficiently treat these problems.

One scenario that has been studied the literature involves the efficient
computation of shortest path queries in mobile or GPS devices. This is vital in
situation in which mobile communication is impossible or interrupted. The main
constraint in these cases is the lack of storage spacetfamdimited computational
capabilities of such devices. Research has shown that algorithms based on ALT
(Goldberg and Werneck, 2005) or Contraction Hierarctdasders et al., 200&an

be successfully adapted to suit this scenario.

In many realworld scenarios the shortest path is not necessarily the best. Depending
on the scenario, the quality of a route may be measured by multiple criteria. The
different criteria may or may not be completely independent, and it may or may not
be possible to combine #m to form a single cost function. For instance, with
respect to the City.Risks domain, the estimated traversal time may be less important
factor than a safety factor, calculated with respect to the crime events that have
been observed in an area. Depenglionthe task at hand, we may seek to provide
the route with the minimum risk, or combine the two factors in a metric that is both
time and risk aware. In general, a flexible objective function makes the task -of pre
processing harder.

TREAD®u et al., 204) is aroute planning recommender system thabmbines
three different metrics path length, safety andhe number of pointsof-interest
traversed bythe path. The three metricare used independently atombinedby a
weighted linear functionin order to provide an aggregatedmetric. Safety related
incidents aremined fromtransportation related topic models from TwittelThese
are then used to calculate the safety score qfadh.

In order to account for tasks that involve different metrics that cannotbmbined

in a single function, route skyline queridsriegel et al. 2010have been proposed.
Such queries seek routes that are optimal with respect to an arbitrary combination
of multiple criteria.For instance, given the criteria of safety and travetsae, the
skyline operator computes all routes are optimal with respect to a combination of
these criteria. In particular, a route is in the result set of the operator if there does
not exist an alternative that is better with respect to both criteria.

Many realworld scenarios involve dynamic information that is updated constantly.
On standard route planning scenarios a source of dynamicity is trafficCith&isks
domain involves a series of dynamic scenarios, especially with respect testzige
crime related events. In such cases, it may be unreasonable to expect that the
information regarding how safe an area is, or the time it would take to traverse a
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path is static. On the contrarysuch information should be updated in order to
reflect the laest information that has been shared by the ground reporters.

The presented statef-the-art route planning methods shift a significant amourit
computation to the preprocessing step. This is not always effective in dynamic
domains, since a large portioof the preprocessed information may no longer
reflect the environment. In addition, the p#erocessing step is usually time
consuming and cannot be repeated at run time whenever new information comes to
light. In order to tackle this problem several appches have been proposed. On
approach is to modify the prprocessed data in order to reflect the changes in the
actual domain. Examples of this approach have been proposed for most of the
techniques presented above (Delling et al. 2007). An alternapypoach is to shift

the burden of dealing with the new information that is not reflected by the-pre
processed data to the search methods. This approach has been used for A* search
G Q! y3St 2 )Sith Landrelks andi @ontraction Hierarchi€eicbeger et

al., 2013. Finally, a different way to deal with dynamic information is to divide pre
processing into two stages. The first operates on the graph topology, and the second
on the cost metric. This allows the -use of the results of the first step hen
information updates involve the cost function associated with the graph. This
approach has been followed in combination with multiple techniques such as ALT
(Delling et al. 2007) Contraction Hierarchi€gisberger et al., 20}2

4.5.3. Generalisedrouting problems

The City.Risks domain involves scenarios that exceed the assumptions of the
problems discussed so far. Many interesting situations do not simply involve a single
source and a single target vertex. For example, consider a scenario involving multiple
ground reporters situated in different locations of a city, and a number of events
that are taking place simultaneously in the urban area for which information is
required. The task of assigning each reporter with a set of places that they need to
provide information for exceeds a shortest path calculation query. This problem
requires multiple such operations in order to compute the best assignment. Such
problems usually involve combinatorial optimisation.

One of the most common relevant problems is thevelling Salesman Problem
(TSP). TSP requires the calculation of the shortest path that traverses though a
number of predefined locations, and returns to a predefined source vertex. The
Travelling Salesman Problem has found a plethora of applicationsaiworld
scenarios. This problem has been thoroughly researched both with respect to finding
exact solutions (such as algorithms based on branch and bound techniques) and
approximations (such as meteeuristic approaches).

Recently, TSP has been extendeddeal with satisfying a number of categorical
locations in road networks. In this case, instead of searching for paths that traverse a
number of predefined locations, the search seeks optimal paths that contain vertices
that satisfy a number of given dation classes (Rice and Tsotras, 2012, Rice and
Tsotras, 2013) or textual descriptions (Yao et al., 2011). For example, this process
involves the search for a path, given a source and a destination vertex, which passes
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through any bank and gas station flty. These approaches operate on road
networks and utilise statef-the art techniquessuchasContraction Hierarchies and
ALT in order to efficiently compute search for optimal paths.

The Orienteering Problem, is somehow similar to TSP, but seekgatte that
maximizes the total utility provided by the traversed vertices and at the same time
does not exceed a predefined cost budget. With respect toGltg.Risksglomain, a
relevant application would be the computation of a path that traverses theimaix
amount of areas that need to be reported. A recent survey on the orienteering
problem is provided by Vansteenwegen et al. (2010).

VehicleRouting Problem (VRP) is a generalisation of TSP. This problem involves
multiple vehicles and seskhe optimal mths that allow these vehicles to service a

set of customers in predefined locations. Several extensions to the problem have
been proposed including capacity constraints, heterogeneous fleet and dynamic
information. Pillac et al. (2013) survey the most ionfant recent approaches in
dynamic vehicle routing.

A different set of problems that are also relevant @ity.Risksre the problems that
deals with optimal positioning of facilities or mobile objects on a map, in order to
allow to better service an aeeor achieve better response times to emergencies.
Instances of such problems are the Location Set Covering Problem and the Maximal
Covering Location Problem. Surveys of the most important works can be found in (Li
et al., 2011Farahani et al., 2032

Evauation transportation modelingMurray-Tuite and Wolshon, 20133 a heavily
studied research field. The goal of this research is to provide efficient systems that
can aid the management of natural disasters and other emergencies. Evacuation
Route Plannig is a particular direction of this work that is relevant with respect to
the City.Riskplatform. Hamacher and Tjandra (2001) divide research in macroscopic
and microscopic evacuation models. Macroscopic evacuation models (Kim et al.,
2007, Lim et al., 2A®) are based on dynamic network flow models representing the
aggregated behaviors of the evacuees. On the contrary microscopic models (Richter
et al., 2013) operate on the level of individual behaviors of evacuees and their
interactions.

Dynamic Ridé&haing seeks to match users with similar itineraries in order to
minimize the overall transportation costs. As a result, such systems allow users to
optimize the utilisation of the available seat capacity, and ultimately improve the
efficiency of the overaltransportation system.Agatz et al., 2012, Furuhata et al.
2013 provide overviews of work in dynamic ridbaring.City.Risk€an adopt such
methods and apply them towards matching user itineraries, and facilitating group
transportation in unsafe area#) order to increase the overall sense of safety of the
users.

4.5.4. Researchdirections

TheCity.Riskplatform needs totackle a series of problems related to route planning
in road networks. In the previous sections, we discussed the -sifatiee-art for
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these tasks. The research conducted within @i¢y.Riskgproject will be based on
these works in order to create efficient methods, tattoade to particular problems
of the project.

First of all, more focus is neededn the development of efficient, safegware
routing algorithms. To this endefficient stateof-the-art techniquesneed to be
adapted and extendedby introducing additional cost metrics and constraints
associated with the crime data that will be avalakithin the City.Riskglatform.

Second, the algorithms that will be constructed for the computation of sedietsire
paths will be the basis for generalised safatyare routing algorithms. A concrete
example of such methods is an algorithm able to sdllve safetyaware route
sharing task. This task would allow users of @iy.Riskplatform to come together
while traversing unsafe urban areas.

Finally, theCity.Riskgplatform must provide tools for the management of ground
reporters in light of seauty events. This component will be based on the adaptation
of problems related to location allocation.
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5. Mobile Sensors and Communications

An important part of the City.Riskgproject is based on thefficient use of sensos
and radicbased technologieto transparently identify and locate stolen objedts
an urbanenvironment basedon a network ofcitizens. This sectionpresentsthe
state-of-the-art research in mobile sensors and communications andlines
important research directions that will be egjted within the scope of City.Risks.

5.1. Sen®rs and Communication

The technology assisted physical and social interactions have given birth to the idea
of ubiquitous computing (Yeon, 2007). This vision has been accelerated by the
developments in computing qwer, prolonged battery life, open software
architectures and costffective wireless network technologies. Wireless Sensor
Networks (WSN) is an essential part of this form of compufiagrcia et al, 2007,

Yick, Mukherjee and Ghosal, 2008; Kuorilehtoniik? inen, and Am?[2inen, 2005;
Sharifi and Okhovvat, 201.2WSN usually consists of a plethora of nodes (small
sensors) with sensing and communicating capabilities. These sensors have limited
processing or memory capacity due to economic andsaifer costraints.

Wireless Sensor Networks are used monitoring in various areasée et al, 2011

ITU, 200% by constructing wireless networks with cooperation and -sefanizing
features. Structural health monitoring, intrusion detection, and critical emnment
surveillance were some of the first fields to incorporate the use of WSNs. However
one of the novel areas of focus has been the monitoring systems and convergence
technologies so as to ensure social and national security and natural disaster
survellance. Modern WSN monitoring sgsis have low power and shorange
nodes with seldeveloped or standrd communication technologie$\heeler, 2007,
Ergen and ZigBee/lEEE, 2004; Texas Instruments, 2007; ZigBee )Alkamaiéy,
scientific efforts focuoon global network communication technologies such as IP
WSN (Ifhased wireless sensor networfda et al, 2010; Hong et al, 2010).

5.1.1.Communicationtechnologies fowirelesssensornetworks

WSN generally consists of sensor feeldith sensor nodes andé sink node. To
achieve WSN, sensor nodes communicate among themselvea g#osor field and

with the sink node. Their communication technologies mainly adopt WiFi, HSDPA,
Wibro, TRS, ZigBee, UWB, Bluetooth, and 6LOWPAN. Their features are briefly
described a$ollows (more details can be found ddim et al. (2013)

A WiFi is a wireless LAN standard (IEEE 802.4ff&ring high-speed wireless
Internet usingAccess Points

A High $eed Downlink Packet AccesstHSDPAjs an asynchronous communication
protocol for mobile telephone data transmiss®nlt offers theoretical data
transmission speedseachingm n  a, dwldvhich in practice toH 90 a 0 LJa &
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Moving devises may operate on speexlger 100km/h. The head count per base
station islimited.

A Wibro (wireless broadband Internet) IEEE 802.16e standarid correspond to
3.5G wieless communication technology, andVibro-Advanced to 4G
technology. Wibro has the advantages of ubiquitousnd3sse statims offer
collected data throughput of 3@ 1 a 6 A  k 4. AlkdStNSycaver IR NJ
2 T ™ YFmnally,moding devicesnay operate orhighspeedsdzLd G2 MHA | YK K®

A TRS (trunked radio systemymbinesmobility and tweway radio.In addition, it
allowsmultiple users tamperate on a singl&equency. TRBas been heavily used
in police and fire operations.

A ZigBee is a lowost and lowpower wireless mesh network standard built upon
PHY and MAC layers faed in IEEE 802.15.ZigBeeuses acommunication
frequencyofy nn al 1T 9n dechieles ddatelNf RIS 2F wn YO LEAYHDp
ZigBee does not directly support IP connectivity.

A UWB is employed for communication and for radar based applications
Frequenciescan be shared ithout interference UWB achieveshigh-speed
communication of low power acrossery large area reaching speeds over
Mnn adoll 6o dmYwmdueto partiall palse pHagesnad@iScstidn
requiresintensive time synchronization

A Bluetooth offers bw power, low price, sh distance wireless communication.
Its disadvantages are slanansfer rateand smallcommunication radius is short
omJ. Y

A 6LoWPAMdopts IEEE 802.15.4 alicks sensor networks and IPv6 networkss It
application domains includglobal monitoring andctloud computing. fenabled
sensos allow the decoding and analysis afformation between different
networks and communication protocols.

5.1.2.Network topologies andoperational modes

Due to the constrairis in transmissionrange multi-hop selforganizingtopologies
are essentialin sensornetworks, suchas the IEEB302.15.4 Devicesare classified
with respectto their operation:

A TheFull FunctionDevice(FFDYhat containsa complete set of MACservices
andoperateseither asa simplenetwork deviceor asPANcoordinator.

A TheReducedrunctionDevice(RFDY}hat containsreducedMACservicesand
operatesonly asa network device

Thestar topologyis constructedaround an FFDthat actsasa PANcoordinata. The
FFDnodeis the only one that initiates linkswith more than one device.Thepeer-to-
peer topology is the secondone allowed. Here eachdevicecreatesdirect links to
other devicesthus generatingredundantavailablepaths.

An exampleof both the IEEEB02.15.4compliantnetwork topologiesis displayedin
Hgure5.1 below.
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Star Topology
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Figure5.1: The two IEEE 802.15cdmpliant network topologiesstar and peetto-
peer topology (Buratti et al, 2009)

TheStartopologyis preferredfor coveringa limited areaand where smalllatencyis
essentiato the application.Thecommunicationis controlledby an FFDXthat actsasa
network master. Other network devicesare allowedto communicateonly with that
FFD The predefined network policies establishwhich FFDcan act as a network
master(PANCoordinator)andform its own network.

In the caseof coveringlarge areasand when latencyis not a critical issue,the peer-
to-peer topology is preferred. Thistopology forms more complexnetworks, where
any FFDcan communicatewith other FFDsinside its range via multi-hop. In this
topology, network devices are required to proactively search for neighboring
devicesWhentwo devicesare coupledthey canexchangeparametersto clarify the
type of servicesand featureseachone supports.A setbackfor this topologyis the
requirementfor additional devicememory for routing tablesthat is causedby the
multi-hop operation.

Othernetwork topologiesthat are supported by IEEB02.15.4are cluster,mesh,and
tree. Theselast network topology options are describedin the ZigBeeAlliance
specificationgZigBe#éAlliance,2008)

All devicesbelongingto a particularnetwork, regardlessof the type of topology,use
their unique IEEB4-bit addressesnd a short 16-bit addresss allocatedby the PAN
coordinatorto uniquelyidentify the network.

5.1.3.Mobile wirelesssensornetworks

Mobile Wireless Sensor Networks (MWSNSs) are a new type of WSNs where the
sensors move. There are four possible entities typeentities in MWSNSs, mobile
base stations, mobile relay nodes and mobile cluster h¢&ts et. al., 2012)
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Moreover the movemenbf the sensors fallsito three categories as well (Shu et. al.,

2012)
1.

2.
3.

ControllableMovement, where the type of movement from the network
component is known andredetermined

Predictable Movement, where the mobile sensor has a clear direction
Unpredicable or Random Movement

MWSNSs usually display specific characteristics that include a dynamic topology,
increased energy requirements, unreliable communication links, and more accurate
localization. The mobility of sensors offers a number of advantagewedls as
MWSNs display:

1.

Long network lifetimewhich is achieved via the dispersed transmission and
efficient energy consumption throughout the network. In classic WiBKs
nearest neighbor sensor of the gateway or sink usually is depleted faster.
That isnot the case in MWSNs

Increased Channel Capacity. Experimental studies su@gestimes more
capacity gains than static WSNs, when the number of sinks increase linearly

with the number of sensors
3. EnhancedTargeting since the sensors are not on static ipis but are

deployed randomly and are usually required to move for better sight or for

close proximity
4. Enhanced Data Fidelity due to the limited number of hops

A comparison of coveragaethods is given in the table below

Table5.1: Coverage Methods Comparison (Zhu, Hara, Wang, 2014)

5.1.4.Coveragassues for MWSNs

Coveragas probablythe mostimportant parameterof MWSNsIt displaysthe total
areaof network coveragehasa fundamentaleffectin the quality of servicethat the
network can provide and affects the I LILJ A (Qperiorin@ngeCSansorcoverageis
usuallyweakeneddue to disadvantageousnitial deployments,sensorfailures and
tough application environmentsand hardware limitations of sensors(e.g. limited
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